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Abstract|Simulations have been used to study a wide vari-
ety of network problems. Traces collected using passive and
active measurement techniques are a common source of data
for simulations. When a simulation is constructed some de-
tails of the real system, that the designers believe have little
impact on the results, are omitted. This is done to reduce
complexity and to make the simulations more manageable.
Whether the omitted detail does indeed have a signi�cant
e�ect on the results is not always obvious. One approach
to estimating the impact of the omitted components is to
undertake a sensitivity study. This paper describes a sen-
sitivity analysis of a simulation designed to study heavily
used international Internet links. The parameters studied
include network structure, traÆc load generation and pro-
tocol modelling. The results show that in most cases the
behaviour of links with composite traÆc, made from many
simultaneous TCP connections, are not sensitive to varia-
tion of these parameters. The results of these simulation
studies are to be used to drive our measurement program
to collect data for future simulation studies that we plan to
carry out.

Keywords| TCP/IP performance, trace-driven simula-
tion, sensitivity analysis

I. INTRODUCTION

One use of passive measurement is to provide traces
that can be used as the input to event driven simulation.
Such simulations have been used to study a wide range
of network problems including strategies to achieve good
performance over high bandwidth delay satellite[1], terres-
trial[2] and asymmetric satellite/terrestrial[3] international
links, without requiring users to upgrade or tune their TCP
stacks.
Simulations, by their nature, are approximations. Some

details of the real system are intentionally omitted to make
the simulation more manageable. For example it is possi-
ble to drive a simulation from a trace of high level protocol
events (e.g. HTTP requests) or from a packet level trace.
In the case of TCP, packet control level behaviours (such as
slow start) are important. They are not always important
with UDP based traÆc such as a game or mpeg replay.
It is part of the art of simulation to omit details that are
diÆcult to provide but make little di�erence to the �nal
result while maintaining the essential elements of the situ-
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ation being modelled. In trace-driven simulation we want
to omit details that are diÆcult to collect. This might
be either because they are not readily available in passive
traces or because they require a lot of resources to collect,
store and simulate. Unfortunately it is not always obvi-
ous which aspects of a simulation can be omitted without
unduly a�ecting the result.
Over the last couple of years we have been studying the

performance of TCP/IP traÆc on high-performance links;
in particular international links between New Zealand and
the US as shown in Figure 2. The simulator developed for
these studies is based on the ATM-TN simulator[4]. The
simulator contains a TCP model that includes the actual
TCP code from 4.4 BSD Lite, modi�ed to suit the simula-
tion environment. Each of the TCP connections are simu-
lated on a packet by packet basis and include the modelling
of slow start, congestion control, fast retransmit, and fast
recovery algorithms.[5]
The simulated network can be considered as a number

of connected components. These are the HTTP requesters
(the Web clients in the New Zealand Internet), the NZ
proxy, the international link, including the routers that
feed it (which is the key component under study), the US
network and the HTTP servers.
An HTTP traÆc model is responsible for creating TCP

connections, sending HTTP GET requests, receiving the
request at the destination and returning the results, and
for recording the time required to complete the HTTP re-
quests. The HTTP model makes use of information about
hosts and a URL trace collected from a real network using
passive measurement.
The delays in the US part of the network are simulated

by the HTTP traÆc model which releases the packets that
make up the HTTP response at a regulated rate so that
the complete response arrives at the US proxy at the same
mean rate as applied when the page was fetched over the
real network.
When developing the simulation a number of assump-

tions about aspects of the network structure that could be
omitted without adversely a�ecting the simulation results
were made. In this paper we examine the sensitivity of the
simulation results to some of these parameters. The fol-
lowing list outlines the di�erent cases that are considered:
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Fig. 1. Network Architecture for HTTP traÆc

� The e�ect of overlaying HTTP trace �les to generate suf-
�ciently high workloads
� The importance of modelling TCP Connection establish-
ment and termination
� The importance of modelling TCP mechanisms such as
slow start, fast recovery and fast retransmit
� The importance of using the same maximum segment
sizes (MSS) and TCP window sizes as were used by each
of the TCP connections.
� The importance of modelling of Feeder Networks (i.e.
The US Internet)
� The impact of modelling persistent HTTP.
In addition to these simpli�cations there are a number

of other simpli�cations that we do not consider. The most
important of these are:
� Most real networks will need more than a single proxy at
each end of the international link to support the required
load.
� The NZ proxy would almost certainly include a cache
that satis�es some of the HTTP requests locally.
� There are many routers not shown, some of which are
central to the international feed.
The goal of this work is to guide the selection of param-

eters to be included in a measurement program that will
feed event driven simulation.
To make the descriptions in the paper simpler the com-

ponents of the simulated network are described in terms
of an international connection between New Zealand and
the United States. The results are, of course, more widely
applicable.
The rest of this paper is organised as follows. Section II

describes the workload including its main characteristics
and how heavier workloads were formed to simulate high
loads on the links. The simulator design is explained in
section III and the sensitivity studies are described in sec-
tion IV. The results of the simulation runs are shown in
section V. The paper ends with the primary conclusions
we draw from the results.

II. Simulated Workload

Most of the information required to generate the simula-
tion input �les (described in the next section) was gathered
from HTTP log-�les collected from the New Zealand Inter-
net exchange (NZIX). The trace �les used were collected
from 3:00pm to 3:10pm in July 1997.

There were, on average, 421 requests1 per interval.

To generate higher loads than that experienced when
the trace �les were collected, traces for the same time on
successive days in July were integrated into a single trace.
When higher still loads were required more than one copy
of each trace was integrated into the log-�le. Each copy
was o�set in time to minimise the e�ect of the arti�cial self
correlation of the trace generated in this way.

The TCP MSS (maximum segment size) and server
bu�er sizes were not recorded in the HTTP traces we used.
To discover these parameters a connection was established
to each host while the network traÆc was monitored using
tcpdump. From the tcpdump output the MSS and window
size was discovered for most hosts. Some hosts did not
advertise their MSS. In this case the most common MSS
(1480) was used.

The methods for generating workloads and determining
parameters such as the MSS are some of the design fea-
tures that we study in this paper. They will be more fully
discussed in section~refsensitivies

III. Simulator Design

The simulation process is shown in �gure 1. It can be
considered as three interlinked processes, pre-processing,
simulation and post-processing.

1The actual trace includes more requests. This number is the num-
ber of successful international requests that were not satis�ed by the
cache hierarchy
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Pre-Processing

In the preprocessing stage the input �les for the simula-
tor are prepared. These are:

� A \host�le" which contains an entry for each server ac-
cessed during the simulation. The entries contain: a unique
ID for each host, the DNS name of the host, the maximum
window size for the host and the TCP maximum segment
size (MSS) for connections to the host.
� A \log-�le" which contains an entry for each HTTP re-
quest. The entry contains the host ID for the server the
request is fetched from, the size of the HTTP GET request,
the size of the HTTP response and the time taken in the
US component of the network.
� The simulation parameters including: the bu�er sizes
used by the proxies and the international link speed and
delay in each direction.

Post-Processing

Post processing is mostly a matter of collecting the re-
sults of interest from many simulation runs into a single
set of plots. This was done with an array of perl scripts.
GNU plot was used to draw the plots.

Simulation

The simulator used in this study was based on the ATM-
TN simulator[4] with modi�cations for this problem. The
changes include replacing the ATM infrastructure with a
simpler and more general bit serial interface.
The main two components used from ATM-TN are the

conservative (as opposed to parallel) simulation engine and
the TCP model. ATM-TN's TCP model includes the ac-
tual TCP code from 4.4 BSD Lite, modi�ed to suit the
simulation environment. Connections are simulated on a
packet by packet basis and include slow start, congestion
control, fast retransmit, and fast recovery algorithms.[5]
The simulator design is shown in �gure 3. The simula-

tor simulates the connections between the NZ proxy and
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Fig. 3. Simulator Design

the servers in the US. It does not include the web client
to NZ proxy to component of the network because this has
not been signi�cant to the studies carried out in the past.
Additional delays that are dependent on the type of con-
nection (e.g. modem or direct connect) will be incurred in
the NZ component of the real network.

HTTP traÆc model

The HTTP traÆc model is responsible for creating TCP
connections, sending HTTP GET requests, receiving the
request at the destination and returning and results and
for recording the time required to complete the HTTP re-
quests. The HTTP model makes use of the host�le and
the log-�le to control the simulation. The delays in the
US part of the network are simulated by the HTTP traÆc
model which releases the packets that make up the HTTP
response at a regulated rate so that the complete response



arrives at the US proxy at the same mean rate as it did
when the page was fetched on the real network.

TCP Connection

The TCP connection model simulates an end-to-end
TCP connection and are based on a pair of TCP stacks,
one for each end of the connection. It is assumed that the
e�ect of errors is negligible.
The simulation assumes that the proxy has suÆcient

CPU and memory to manage the workload and that the
delay imposed by processing on the proxy not due to TCP
queueing and transmission is negligible.

IV. sensitivies

This section describes our experiments to determine the
sensitivity of the results of the simulation to variations in
key aspects of the simulator design. We have run a set
of simulations for each aspect of the design that we are
interested in. The following sub-sections describe each of
the simulation studies that have been performed.

Connection Establishment

The original TCP model contained within the ATM-TN
simulator did not model the opening and closing of TCP
connections. Because the e�ect of the open and close sec-
tions of a TCP connection seemed important to our results
we extended the simulator to include them. To undertake
the sensitivity study switches have been incorporated into
the TCP stack code to allow the modelling of connection
establishment and termination to be turned on or o�. A
series of simulations were run for each of the combinations
(no open or close, close and no open, open and no close,
and both open and close).

Overlaying Workloads

In many communications contexts, burstiness exists at
all layers of a traÆc hierarchy. This means it is not always
valid to add together multiple copies of the same workload
to generate a higher load. However, in most of the simula-
tion studies performed using the simulator multiple copies
of the same trace �le have been overlaid (as described in
section II) so that suÆciently high traÆc loads could be
generated to drive the simulations. To access the impact
of overlaying trace �les in this way a set of simulations that
vary the total number of trace �les used (before they have
to overlaid) to construct the traÆc loads have been per-
formed. We compare the results of simulations where the
same overall workload is constructed from many overlaid
copies of just a few trace �les with simulations where fewer
overlaid copies of more �les are used.

Modelling of Feeder Networks

A great deal of complexity is contained in the structure
and performance of the network that collects data to be
carried over the link under study. In the simulation studies
that we have performed the feeder networks that provide
traÆc for the link under study is the US Internet.

It is infeasible to model the whole of the US Internet so
the simulator uses a simpli�cation of the network. Packets
from the servers, that make up the HTTP reply, are deliv-
ered to the US link at a rate that makes the page complete
in the same time as it took when the trace was collected if
the simulation parameters match those of the real system
from which the trace was collected. This is achieved by
calculating an e�ective bit rate for delivery of the packets.
This in turn was discovered by undertaking tuning simu-
lations, with the simulation parameters set to those of the
real network, to discover this bit rate for each request. Suc-
cessive approximation was used because varying the value
for one page a�ects others that share the link with it.

Note that this bit rate is nominally and is applied to each
packet from a server individually. In essence it is intended
to provide a spacing of packets so that they arrive at the
US link at appropriate times.

We study the sensitivity to the design of the feeder net-
work by adding two switches. The �rst allows us to remove
the feeder network from the simulation completely, the sec-
ond allows us to replace it with a constant bit rate.

MSS

While it is well known that MSS has a signi�cant a�ect
on the performance of an individual TCP connection it is
less clear how it a�ects the overall aggregate performance
of a link that is carrying many TCP connections. In pre-
vious simulation studies we attempted to set the MSS for
each connections to the same value used to satisfy the orig-
inal measured HTTP request. This required a set of active
measurements to be made to determine the MSS used by
each of the hosts referenced in the trace �les as these values
were not contained in the original HTTP traces. Unfortu-
nately, this process is error prone. It assumes that hosts
returned the same MSS when we connected to them that
the used when the page was originally fetched. Some ma-
chines were no longer available, or did not advertise MSS
in their TCP connection packet so it was not possible to
determine all of the MSS values in this way. As a con-
sequence, it was necessary to estimate some of the MSS
values. The process of simulation could be greatly simpli-
�ed if it was not necessary to accurately model the MSS
used by each connection. This set of simulations compare
the results of using the actual measured MSS values with
using a �xed MSS size for all TCP connections.

TCP mechanisms

As TCP has developed additional mechanisms have been
added to improve its performance, especially when loss and
congestion are experienced. The simulator models slow
start, fast recovery and fast retransmit but it is not clear
how these a�ect the performance of a link with many TCP
connections.

� All mechanisms turned
� Slow start only
� Slow start and fast retransmit only
� All mechanisms turned on



Persistent HTTP

One of the results of previous simulations studies is that
the use of persistent HTTP, as found in HTTP 1.1, has a
big impact on the results of the simulation. In the con-
text of the simulator, persistent HTTP is implemented as
follows. In our study we have assumed a simple strategy
that when a request is made a check is made to see if there
is an idle connection to the same web server is open. If
so the idle connection is used to satisfy the new request
otherwise a new connection is opened. If after a speci�ed
timeout period a subsequent request has not been made
over a persistent TCP connection it will be closed.
Although all the aspects of the simulation design de-

scribed above are independent of one another persistence
has the potential to signi�cantly a�ect the others. Conse-
quently each of the simulation studies has been run with,
and without, persistent HTTP between the NZ proxy and
US Web servers.

V. Results

The results for each of the simulation studies described
above are presented in this section. Graphs that show the
performance of the US-NZ link under a range of loads are
presented for each of the simulation studies. Di�erent lines
on the graph represent di�erent con�gurations of the sim-
ulator design. Each of the points in a graph represents a
simulation run.
In addition to the parameters under study there are a

number of other network parameters that are used by the
simulator. The main parameters and their values are shown
in table I. The values have been chosen to match real
network parameters where possible.

TABLE I

Main Network Parameters

International Bandwidth 34.368Mbps (E3)

International Delay 60ms

Persistence Timeout 15sec

US-NZ link bu�er size 256,000B

Default TCP bu�er size

Proxies 32767
Servers as measured

Default Maximum Segment Size as measured

Delayed in US cloud as measured

Delays in NZ cloud not simulated

A. Connection Establishment and Termination

Figure 4 shows the average time (page latency) it took
to fetch a �xed set of web pages for each of the simulation
runs. The top set of lines are for the HTTP1.0 simula-
tion runs while the bottom set show the results for the
HTTP1.1 runs. In both sets a line is shown for each of the

combinations (no open or close, open and no close, close
and no open and close and open) that were tested. From
this graph it can be seen that in the case that open is
not modelled (close-1.0 have and close-1.1 have) there is a
slight improvement (0.2 seconds for HTTP1.0 and 0.1 sec-
onds for HTTP1.1 under light loads) in the average page
latency.
From these graphs it can also been seen that the mod-

elling of the closing of connections has no impact on the
average time taken to fetch a page whether it is turned on
or o�.
Figures 5 and 6 show the load carried and loss experi-

enced on the US to NZ link. On close inspection it can
be seen that the load carried is slightly higher when open
and/or close are modelled due to the extra overhead asso-
ciated with connection establishment and/or termination.
The loss graph shows that loss is experienced on the line
slightly sooner when open and/or close are modelled, again
because of the extra overhead.

B. The E�ect of Overlaying Workloads

Figure 7 8 9 show the average page latency, load carried
and loss experienced on the US-NZ link for both HTTP1.0
and HTTP1.1. From these graphs it can be seen that al-
tering the number of unique trace �les used to generate
this load has very little impact on the simulation results
proved that more than a few �les are used. The one obvious
anomaly occurs when only four �les are used to generate
the traÆc load. There are two aspects of this study that we
wish to study further, but time did not permit during the
preparation of this paper. Firstly, we do not understand
the shape of the n = 4 line, particularly why it increases
so much more slowly under high load than the other cases.
Secondly, we are unsure why the simulation with only two
�les does not show any unusual behaviour.

C. Distribution of Arrivals from Feeder Networks

Figures 10 and 11 show the page latency graphs for var-
ious con�gurations of the feeder network for HTTP1.0 and
HTTP1.1 respectively. The graphs show that the lines are
all essentially the same shape, only the o�set changes. Like-
wise the lines on the load and loss graphs are almost iden-
tical. This indicates that simulation of the feeder network
is less important than we imagined when we originally de-
signed the simulator. However, notice that the di�erence
between the no US cloud case (with no �xed bandwidth)
and the with US cloud case is close but not the same for
HTTP 1.1 and HTTP 1.0

D. Maximum Segment Size (MSS)

Figures 14 and 15 show the results of simulations with
various �xed MSS sizes and the original, per host, MSSs.
The results show that the average page latency increases

as the size of the MSS increases. This is the opposite of
what was expected as the page latency should decrease as
the MSS increases and each packet is able to carry a larger
payload. Closer inspection of these results has identi�ed a
weakness in the way the US cloud is modelled in simulator.



As described in section IV a delay is calculated for each
packet that passes through the US cloud. This delay is
intended to incorporates both the band-with and latency
components of the real network. In essence the e�ect of this
approach is a �xed latency and with in�nite bandwidth. If
two packets are sent from a host in the US cloud at the
same time they will arrive at the US Router at the same
time. This seems reasonable, but it has the side e�ect that
contained in multiple small packets will travel through the
US cloud much faster than if the same data were contained
in a single larger packet. This means that HTTP requests
get satis�ed more quickly if small packets are used.

Once this problem was identi�ed a second set of simu-
lation runs were performed with the modelling of the US
cloud turned o� as shown in �gures 16 though �gure 19.
These graphs exhibit the expected behaviour; that is as
the size of the MSS increases, the average page latency
decreases.

As a consequence of this result we plan to review the way
the US cloud is modelled, with a view to introducing links
between the servers and the international link that model
both bandwidth and latency.

E. Window Sizes

Figures 20 through 23 show the results of simulations
with various �xed TCP window sizes and the the original,
per host, Window sizes. These graph show the exhibit the
expected behaviour; that is as the size of the window sizes
is increased, the average page latency decreases.

F. TCP Mechanisms

The results from the simulations that vary the TCP
mechanisms (slow start, fast retransmit and fast recovery)
used are shown in �gures 24 through 27. These graphs
show that the results of the simulations are very sensitive
to these mechanisms. In particular they show that turning
o� slow start does have a major impact on both the aver-
age page latencies and the amount of loss experienced on
the international link. Fast retransmit and fast recovery
impact on the results in situations where load presented
to the network is close to the capacity of the international
link.

VI. Conclusions

In most cases our results indicate that simulations of the
behaviour of links with composite traÆc, made from many
simultaneous TCP connections, are not sensitive to varia-
tion of the parameters described above. The main excep-
tion is the TCP mechanism class which show that including
slow start is very important. We are not surprised by that
result, it is consistent with all the literature.

This study is speci�c to our simulator and modelled net-
work. There are many possible event driven simulations
and the needs many of these simulations vary. However,
many simulations have elements in common with ours and,
to that extent, we believe our results will be generally use-
ful.
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Fig. 14. Page Latencies for MSS runs using http1.0
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Fig. 15. Page Latencies for MSS runs using http1.1
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Fig. 16. Page Latencies for MSS runs using http1.0 and no US cloud
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Fig. 17. Page Latencies for MSS runs using http1.1 and no US cloud
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Fig. 18. Load on US-NZ link for MSS runs with no US cloud
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Fig. 19. Loss on US-NZ link for MSS runs wit no US cloud
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Fig. 20. Page Latencies for window size runs using http1.0
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Fig. 21. Page Latencies for window size runs using http1.1
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Fig. 22. Loss on US-NZ link for window size runs
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Fig. 23. Loss on US-NZ link for window size runs
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Fig. 24. Page Latencies for TCP mechanisms runs using http1.0
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Fig. 25. Page Latencies for TCP mechanisms runs using http1.1
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Fig. 26. Load on US-NZ link for TCP mechanisms runs
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Fig. 27. Loss on US-NZ link for TCP mechanisms runs


