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Abstract— Packet probing is an important Inter net mea-
surement technique, supporting the investigation of packet
delay, path, and loss.Curr ent packet probing techniquesuse
Inter netProtocolssuchasthe Inter netControl MessagePro-
tocol (ICMP), the User Datagram Protocol (UDP), and the
TransmissionControl Protocol (TCP). Theseprotocolswere
not originally designedfor measurementpurposes.Curr ent
packet probing techniqueshave several limitations that can
be avoided. The IP Measurement Protocol (IPMP) is pre-
sentedasa protocol that addressesseveral of the limitations
discussed.

Keywords— Packet Probing Techniques, Packet Delay,
Network Path.

I . INTRODUCTION

As theInternetgrows in scaleandcomplexity, theneed
for measurementincreases.Theunderlyingneedfor mea-
surementis to understandwhy the Internetbehaves the
way it doesin complex conditions. One form of mea-
surementis active measurement;this involvesintroducing
packets into the network andmeasuringthe way the net-
work handlesthosepackets.This paperfocuseson packet
delaymeasurements.

Measurementpackets can be encapsulatedin existing
protocolssuchas the InternetControl MessageProtocol
(ICMP) [1], the UserDatagramProtocol(UDP) [2], and
the TransmissionControl Protocol(TCP) [3]. Examples
of packetprobingtechniquesthatareencapsulatedin these
existing protocolsareping, traceroute, and the IP
PerformanceMetrics(IPPM)group’sOne-wayDelayPro-
tocol(OWDP)[4]. Theprotocolsusedto encapsulatethese
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measurementpackets were not designedwith measure-
mentasa consideration.Theremaybeseriouslimitations
to measurementsencapsulatedin theseprotocols.

Currentpacketprobingtechniquesarenotsuitedtomea-
suringpacketdelayat therouterlevel. Thismakesthetask
of identifyingwheredelayoccursin thenetwork moredif-
ficult. In addition, currentapproachesto ensuringclock
synchronisationwheredelaymeasurementsincludetime-
stampsfrom more than a single clock have a high cost,
normally requiring a dedicatedexternal time receiver be
installedoneachhostor routerinvolvedin ameasurement.
Despitetheimplicit requirementfor informationregarding
thesynchronisationof a clock whenmultiple independent
clocksarerepresentedin a measurement,the authorsare
not awareof any protocol that provides a mechanismto
retrieve this information.

TheIP MeasurementProtocol(IPMP) [5] is introduced
asanexampleof aprotocolthataddressessomeof thelim-
itationsof usingexisting protocolsto encapsulatepacket
probes. IPMP considersboth the packet delay and the
patha packet takes in a singlepacket exchangebetween
the measurementhostandthe echohost. In the opinions
of theauthors,theprotocolis tightly constrained,efficient,
andeasyto implement.It is hopedthat thesecharacteris-
ticswill make IPMPsuitablefor implementationby router
manufacturers.This would enablepacket delaymeasure-
mentsto indicateplacesof delay due to congestionbe-
tweentwo hostsasa singlepacket passesthroughthenet-
work.

This paperis organisedas follows. In section II, a
discussionof the currentmeasurementtechniquesis pre-
sented. Limitations of thesetechniquesarepresentedin
sectionIII. SectionIV presentstheIPMPprotocolthatin-
troducesa new techniquethatallows pathanddelaymea-
surementsto be combinedin a single packet exchange.
SectionV presentssomeremainingdesignissueswith the
IPMP protocolin its presentspecification.

I I . DISCUSSION OF CURRENT TECHNIQUES

A. Ping

Themostwidely usedmethodto investigatenetwork de-
lay is for a measurementhostto constructandtransmitan
ICMP echorequestpacket to an echohostasoutlinedin
RFC 792 [1]. Roundtrip time (RTT) is calculatedasthe
differencebetweenthe time the echorequestis sentand



thetime a matchingresponseis receivedby theping ap-
plication.

A variation of this method is to constructan ICMP
timestamprequestpacket, alsooutlined in RFC 792 [1].
Thispacketcontainsthreetimestamps- theoriginatetime-
stamp,thereceive timestamp,andthetransmittimestamp.
If bothhostsinvolvedin thetimestampexchangehavesyn-
chronisedclocks,theforwardpathdelaycanbecalculated
using the originateand receive timestamps.The reverse
pathdelaycanbecalculatedusingthetransmittimestamp
containedin the timestampresponsepacket andthe time
theresponsepacket arrivedbackat thetransmitter.

B. Traceroute

The traceroute techniqueallows a measurement
host to deducethe forward path to an echohost by sys-
tematicallysendinga sequenceof IP [6] packetswith an
increasingtime-to-live (TTL) valuethat is initially set to
one.Theforwardpathis deducedby extractingthesource
IP addressfrom theICMP TTL expiredmessagesthatare
sentassuccessive routersdiscardtheIP packets.

A variation of traceroute is mtrace [7], for in-
vestigatingthemulticastpathfrom thetransmitterto a re-
ceiver. mtrace usesfeaturesthatarebuilt into multicast
routers,and thusmtrace doesnot useICMP TTL ex-
piredmessagesasits methodfor tracinga path.mtrace
measuresthereversepathfrom multicasttransmitterto re-
ceiver, andrequiresonly asinglequerypacket to besentto
thetransmitterfor the traceto beconductedfor theentire
reversepath.Thetraceis conductedin parallel,with each
routersendingatraceresponseto therequestin additionto
forwardingthe requestto thenext multicastrouteron the
reversepathto thereceiver.

C. One-Way DelayProtocol

The IP PerformanceMetrics (IPPM) group has pub-
lishedseveralRequestfor Comment(RFC)documentsthat
defineframeworks for measuringthe performanceof IP
networks [8], [9]. The IPPM group is well advancedin
theengineeringof a One-way DelayMeasurementProto-
col (OWDP) [4] that will build on a framework designed
in RFC2679[9].

The OWDP specificationprovides a mechanismfor
measuringpacket delaywith UDP packet probes. In ad-
dition, the specificationdescribesa mechanismfor con-
trolling a measurementsessionbetweentwo hostswith a
TCPconnection,for negotiatingtheUDPportnumbersin-
volved in the delaymeasurement,andfor encryptingthe
datacarriedin themeasurementpacketsto protectagainst
manipulationby a third party.

I I I . L IMITATIONS OF CURRENT TECHNIQUES

A. Separation of PathandDelayMeasurements

Thereareoften large variationsin delaybetweensuc-
cessive packets following the same route, particularly
whena loadbalancingarrangementis in placeor whena
network is underhigh load.Thepaththatsuccessivepack-
etstake to the samedestinationmay changeduring mea-
surement,resultingin tools like traceroute possibly
reportingapaththatdoesnotexist. Thismakesthetaskof
correlatingatraceroutemeasurementto apingmea-
surementdifficult. A majorproblemis thatit is moreprob-
lematicto measurea network underheavy load,precisely
whenmeasurementis mostvaluable.A measurementtech-
nique that combinespathanddelay measurementwould
allow a measurementto ascertainnot only network delay,
but wheredelayoccurs.

B. LimitedAbility to Measure to a Router

Routersoften make bad measurementtargetsbecause
they are optimisedfor the relatively simple task of for-
wardingpackets. Routersmay processtasksthat are re-
sourceintensive andthereforeanopportunityfor a denial
of serviceattackat low priority or not at all. This has
implicationsfor pathanddelaymeasurementstaken with
techniquessuchastraceroute.

Somenetwork administratorsexpressconcernthatif the
amountof active measurementactivity on their network
increases,significantnetwork resourcesmaybeconsumed
handlingthisactivity. In many casesthetotal traffic added
to a network is often a very small fraction of the net-
work’s capacity. It is importantthatpacket probesdisturb
the network as little as possible. In general,this means
addingthe minimum necessarynumberof packets to the
network. Pathmeasurementusingtraceroute requires
many packet probesperpath.

Somemeasurementtechniquesconstructmeasurement
traffic that can be difficult to efficiently detectamongst
othernetwork traffic. Thistypeof measurementtraffic pre-
cludesmeasuringto a router.

C. LimitedConsideration of ProtocolEncapsulation

Packetprobesencapsulatedin generalpurposeprotocols
suchasICMP, TCP, andUDP, maybesubjectto protocol
filtering. This may result in delaymeasurementsthat not
only considernetwork delay, but protocolfilters thatmay
not be appropriatefor traffic encapsulatedin otherproto-
cols. Thereasonfor protocolfiltering andratelimiting is
oftento preventdenialof serviceattacks.

The ICMP protocol is filtered at many routers, and
maybeblocked entirelydespiteRFC1812[10] requiring



ICMP. Section4.3.2.8of RFC1812allowsfor therouterto
ratelimit ICMP repliesto avoid theconsumptionof band-
width andtheuseof routerresources.The implicationof
this is that ICMP is not a reliableprotocolfor conducting
delayandlossmeasurements.

The encapsulationof packet probesin UDP may be
problematicdueto thegeneral-purposenatureof theproto-
col. UDP doesnot containthewell developedcongestion
managementalgorithmsinherentin TCP and it is possi-
ble thatUDPpacketswill beratelimited duringperiodsof
peakUDP usagein order to reducetheir impacton TCP
flows.

TCP has limitations for delay and loss measurement.
EachTCPpacket thatarrivesat anechohostincursover-
headin the TCP stack,matchingthat packet with a data
structurerepresentingthat TCP connection.This process
is comparatively CPU intensive, andthusdelaymeasure-
mentsencapsulatedin TCP will includea componentof
delayintroducedby theTCP stackin additionto thenet-
work delay.

Measurementtraffic is subjectto protocol-basedprior-
ity queuingpoliciesthatmaybedeployed in thepathbe-
tweena pair of hosts.Thechoiceof a particularprotocol
type for conductingmeasurementsresultsin a measure-
mentthatnot only considersthepropagationdelayof the
packet, but alsotheeffectsof queuingpolicy. The impli-
cationof protocol-basedpriority queuingis that if a mea-
surementshows achangein delayfrom previousmeasure-
ments,thechangein delayis not necessarilythe resultof
increasednetwork load.

D. LimitedClock Support

Packet probing techniquesthat measuredelay to sec-
tions of a network, suchas that with one-way delay, re-
quire synchronisedclocks. Clock behaviour is complex
andoutsidethescopeof this paper. A gooddiscussionof
the impactof clock behaviour on delaymeasurementsis
presentedin [11]. The fundamentalsof clock theoryare
that clocksareof limited precisionand that they drift at
differing ratesover time.

Onemethodto addresstheeffectsof inaccurateclocks
in one-way delay measurementsis to insist on echoing
hostsusing a preciseexternal time source[9], [4], [12]
suchasthoseprovided by theGlobal PositioningSystem
(GPS)and the CodeDivision Multiple Access(CDMA)
network. Thesepreciseexternal time sourcesresult in a
clock synchronisedto real time with an offset of a few
hundrednanoseconds.Thesemethodshave limitations.
GPStime receiversareexpensive andtherecanbe logis-
tical difficultiesin placingantennae.CDMA networksare
notwidely availableatpresent.

In thecaseof one-way delaymeasurement,anaccuracy
limitation in the rangeof aroundtwo millisecondscanbe
acceptablebecausethis limitation representsonly a small
proportionof delayin the actualnetwork. Existing mea-
surementprotocolsdonotprovideamechanismto retrieve
informationaboutclockslocatedonechosystems,despite
echosystemsoften knowing how far their clock is from
realtime.

IV. THE IP MEASUREMENT PROTOCOL

TheIPMP protocolis basedon anechorequestandre-
ply packet exchangefor measuringpacket delay andas-
sociatedpathmetrics,andis similar to the techniquethat
ping useswith theICMP echocapabilities.Full detailof
theprotocolcanbefoundin [5].

IPMP is carrieddirectly insideof an IP packet in order
to make anechopacket obvious to theroutersconnecting
the hostsinvolved in the measurement.The echoreply
packethasbeendesignedsothatanechohostcanconstruct
an echoreply packet with very few modificationsto the
echorequestpacket. The echoprotocolpacket format is
presentedin Figure 1.

0 8 6 4 1
0 0 1 2 3

Version Queue Type Checksum

00000000 Type Returned TTL Return Type

Length Path Pointer

(optional) data

(optional) Path Records

Padding (if required)

Fig. 1. TheIPMPEchoRequestFormat

The key fields in the echopacket areas follows. The
Versionfield identifiesthe versionof the IPMP protocol
being used. The QueueType field identifies the proto-
col that the packet shouldbe queuedas(e.g.,TCP). The
Type field identifiesthe IPMP packet asoneof echore-
questor echoreply. TheReturnedTTL field identifiesthe
TTL valueof theIP packet asit arrivesat thedestination.
TheReturnTypefield becomesthetypefield for theecho
response.Thesymmetricnatureof thesecond32-bitword
of thepacket is intendedto make creationof theechore-
ply packet moreefficient. The Lengthfield identifiesthe
amountof datathathasbeenallocatedin theIPMP packet
to storeIPMP PathRecords.ThePathPointerfield identi-
fies theoffsetat which thenext IPMP pathrecordshould
beinserted,assumingthatthereis availablespace.



A majordifferencebetweentheechoexchangein IPMP
andotherechoprotocolsis the introductionof the IPMP
pathrecord,presentedin Figure 2. Eachpathrecordstruc-
ture requirestwelve bytesof datato be allocatedin the
IPMP packet. Thefirst four bytesof a pathrecordrepre-
sentthe IPv4 addressof the network interfacethe IPMP
packet wasreceived on. If a hostinsertsa pathrecordto
signify thetimethepacket leavesthekernel,it usesthenet-
work interfacethat the kernelusesto transmitthe packet
on. The last eight bytesof a pathrecordis a fixed-point
representationof time following the conventionsof RFC
1305 [13]. The first four bytesis the integer part of the
timestamp;thesecondfour bytesis thefractionpart. The
timestamprepresentssecondssinceJanuary1900.

0 8 6 4 1
0 0 1 2 3

Forwarding Address

Timestamp

Fig. 2. TheIPMPPathRecordFormat

Theminimumpacket sizethatmustbesupportedby an
IP network, 576 bytes,allows for 45 path recordsto be
storedin an echorequestpacket. The size of the path
record would increaseto 24 bytes in an IPv6 environ-
mentdueto thestoragerequirementsof a16byteaddress.
In anIPv6 environment,theMinimum TransmissionUnit
(MTU) of 1280bytes[14] allows for 50pathrecordsto be
insertedin anechopacket. Researchfrom CAIDA’s Skit-
terproject[15] indicatesthattheaveragedistancebetween
theF root server anda customerof thatserver is 13 hops,
while lessthan0.5%of pathsarelongerthan22hops.For
a path connectinga pair of hoststhat is longer thancan
be measuredwith the MTU-sizedpacket, a measurement
hostmay restartthe measurementfrom oneof the last IP
addressesin thepathrecordby sendinganechorequestto
anaddressthatwill answertherequest(if thereis suchan
address),or by sendinga larger packet if the underlying
network supportstheincreasedsizeof thepacket.

In addition to the ability to infer end-to-enddelay by
subtractingthe time that a measurementpacket wassent
from the time whenthepacket returned,theechorequest
packet canbeusedto deducepathlengthin hopsfor each
direction,andone-waydelayif theechohostinsertsapath
record when it respondsto the echo request. Provided
thatadequatespacehasbeenallocatedin theechorequest
packet, eachrouteror hostthathandlesthepacket is able
to insertapathrecordinto theechopacketthatsignifiesthe
IP addressof the routerandthe time at which the packet
wasprocessed.

In additionto theechopacket exchange,theIPMP pro-
tocol containsaninformationpacket exchange.This facil-
ity is usedto retrieve informationregardingprecisionand
accuracy limitationsof aclockrepresentedin adelaymea-
surement.In addition,thedrift of theclockcanbeinferred
with linearinterpolationif multiple IPMP RealTimeRef-
erencePoint (RTRP) objects,shown in Figure 3, arein-
cludedin theresponse.TheRTRPformatpresentsa point
that canbe usedto mapbetweena reportedtime andthe
actualrealtimeof aclock.

0 3
0 1

Real Time

Reported Time

Fig. 3. TheIPMP RealTimeReferencePoint

A discussionof how IPMP addressesthe limitations
identifiedin Section III is now presented.

A. CombinesPathandDelayAspectsof Measurement

IPMPcombinespathanddelayaspectsof measurement
by providing anechopacket with predeterminedspaceal-
locatedfor routersto insertpathrecords.This providesa
measurementhostwith anability to identify pathsthatare
congestedor haveanotherwiselengthypropagationdelay,
for boththeforwardandreversepaths.Theability to mea-
sureto a router is importantasthe reversepathfrom the
router is often different from the forward path, as is the
casewith hot-potatostyleroutingpolicy [16].

An ISP or othernetwork that wantsto be able to dis-
cover anddemonstratethe degreeof delayintroducedby
theirnetwork candeploy IPMPpathrecordenabledrouters
at the boundariesof their network. IPMP echopackets
wouldhavetimestampedpathrecordsinsertedasthey pass
throughborderroutersin theforwardandreversepath.

B. Designedfor EfficientHandlingbyRouters

The protocol is designedso that it canbe manipulated
in anefficientmanner. Pathrecordsareplacedin allocated
spacein thepacket. Simpleword manipulationsallow the
router to transforman echorequestpacket into an echo
reply packet, removing the needfor the IPMP checksum
to berecalculatedover this portionof thepacket.

This makestheprotocolmoresuitablefor a kernelim-
plementationwheretimestampscanberecordedthatavoid
potentialuser-spaceprocessswitchingthatcanresultin a
lessaccuratetimestamp[8]. Theencapsulationof apacket
probewith a separateprotocoltypeallows for moreflex-



ible filtering andmay avoid measurementactivities from
beingblocked due to administrative policies designedto
block otherpackets. Administrative filters may ratelimit
or block ICMP packets,UDPpackets,andevenTCP-SYN
packets in orderto limit the impactof a denialof service
attack.

The designdecisionto make IPMP easyto implement
for routermanufacturersrequiresIPMP traffic to beobvi-
oussothat routersmayparticipatein measurementsin an
efficientmanner. Thisis notto saythattherearenowaysto
engineerIPMP traffic to belessobvious,andto allow the
protocolto be usedwhereadministrative blocksor filters
might otherwisepreventdoingso.Onepossiblemethodis
to encapsulateanIPMPpacketwith IPSecusingTransport
mode[17] andan EncapsulatingSecurityPayload(ESP)
header[18] to hide the IPMP protocol type. Doing so
makesit impossibleto collectpathinformationin addition
to the packet delay measurementand precludesa router
from beinga measurementtarget. The protocol remains
usefulfor measurementof one-waydelaybetweentwo au-
thenticatedhosts,althoughdecryptingan echopacket in-
troducesoverheadontothemeasurementhosts.

C. Providesa Mechanismfor Priority-basedQueuing

TheIPMPechoprotocolformathasaqueuetypefieldas
shown in Figure 1. Thepurposeof this field is to allow a
routertoqueueaprobepacketasif it wereanotherprotocol
suchasTCP, UDP, or ICMP. In effect, it createsa number
of performanceprofilesdependingon theprotocolin use.

In reality, someroutersmayqueuepacketsbasedonfive
values: the sourceanddestinationIP address,the source
anddestinationport numbers,and the protocol type. At
present,anechopacketcontainstheprotocoltypefield and
thesourceanddestinationIP addresses.Theechopacket
requiresthe addition of two 16-bit words that represent
thesourceanddestinationportsto allow routersto queue
IPMP echopacketsbasedon thefive-tuple.

In addition,considerationmay needto be given to the
effect of the DifferentiatedServicesField in the IPv4
headerasoutlinedin RFC2474[19]. This field is a sub-
stitutefor theTypeof Service(TOS)field in theIPv4,and
thusmeasurementstakenwith IPMPmayneedto consider
theeffectsof this field in additionto thefive-tuple.

A measurementneedsto be madein the context of a
specificprotocol,asoutlinedin RFC2330[8]. IPMP pro-
videsthepotentialto supportthisby allowing themeasure-
mentto requestthat themeasurementtraffic be treatedas
if it wereanotherprotocolfor thepurposeof filtering the
packet.

D. Provides a Mechanism for Exchanging Information
aboutClocks

TheIPMPinformationpacketprovidesamechanismfor
a measurementhostto collect informationfrom hostsand
routersthat include time information in delay measure-
ments. The information packet can be usedto establish
theaccuracy of individualclocksthatarerepresentedin an
echopacket.

In addition,this mechanismallows a measurementhost
to conductmeasurementswith echohoststhatdo nothave
externalprecisiontime sources,but do have a mechanism
to retrieve clock offset datawith known accuracy limita-
tions. Theseparationof timestampgenerationandcorrec-
tion to real time reducestheeffort requiredby a routerto
implementIPMP andallows moresophisticatedanalysis
by themeasurementsystem.An IPMPinformationpacket
allowsmeasurementhoststoascertain,in asimplemanner,
thestability of a clock over a periodof time andto make
efficient adjustmentsto thereportedtime with a degreeof
certainty.

Theneedfor aprecisepairof clocksfor conductingone-
way delay measurementsin the Internethasbeennoted
[8]. Indeed,somepapersstatethat the useof NTP hasa
detrimentaleffect on one-way delay measurements[12].
Thatsimply installinganNTP daemonon a measurement
hostwill lead to invalid one-way delay measurementsis
not disputed. It is well establishedthat an NTP daemon
shouldnotsynchroniseto hostsovernetwork pathsthatare
a significantcomponentof a paththat is beingmeasured
for asymmetricaldelayproperties[20].

Studiessuchas[11], [21] havepresentedalgorithmsfor
detectingclockadjustmentsbetweentwo hostsinvolvedin
one-waydelaymeasurement.An experimentalapproachis
to monitorsystemcallsto ntp adjtimeby theNTPdaemon
andto make this informationavailableto IPMP informa-
tion requests.Thedefault actionof theNTP daemonis to
amortisetheoffset from real time at a constantrateif it is
lessthan128msfrom whatit understandsto berealtime.

The informationpassedto the ntp adjtimesystemcall
can give useful information regarding the clock’s offset
from realtime,andanestimationof how accuratethisoff-
set is. The estimationof the accuracy of the offset value
is the most interestingpieceof informationfor measure-
ment purposes,as a measurementhost may compensate
for thechangein theoffsetover a periodof time with lin-
earinterpolationif theaccuracy limitation of theoffset is
acceptable.A measurementhostmaypresenttheforward
andreversepathdelaywith anestimatedaccuracy limita-
tion, balancingthecostandutility of delaymeasurements
[22].



V. REMAINING ISSUES

A. Per-Hop TTL Information

Whenan IPMP echopacket passesthrougha routeror
host,anIPMP pathrecordmaybe insertedif thereis suf-
ficient pre-allocatedspaceavailable. As shown in Figure
2, thepathrecordcontainsaneightbyterepresentationof
time on that router. If the secondsportion of the time-
stampwasrestrictedto be relative to midnight UTC, the
timestampwould require17 bits to representtheseconds
portion of the timestampfrom the current allocationof
32 at present. The first 8 bits of the remaining15 bits
availablecould storethe TTL of the packet asit entersa
router. This informationwould allow analysisof theecho
responsepacket to considertheplacementof a routerbe-
tweentwo pointson a network without relying on all pre-
cedingroutersinsertingapathrecord.

B. TheRoleof RouterPolicy andIPMP

It is difficult to engineera measurementpacket that
routerscan understandand processalmostas efficiently
asany otherIP packet withoutmakingthepacket very ob-
vious amongstother packets. This is an importantfacet
of the IPMP echopacket, dueto the desirefor routersto
insertIPMPpathrecordssothatper-hopdelaycanbecon-
sidered.

A seriousprospectis theissueof anadministratorblock-
ing IPMP measurementtraffic entirely, renderingthepro-
tocol lessusefulfor measuringthepathbetweentwo hosts.
As discussedin IV-B it is still possibleto considerone-
waydelayby usingmechanismsprovidedby IPSec.

VI. CONCLUSION

The limitations of existing packet probing techniques
were discussed. The IPMP protocol was presentedas
a framework for discussingthe issuesof currentpacket
probing techniques.The IPMP protocoladdressessome
of thelimitationsof existingprotocolsby providing apro-
tocol thatcombinespathanddelaymeasurements,amech-
anismto profile thehandlingof aparticularprotocoltype,
anda mechanismto retrieve echohostclock information.
Thesemechanismsareprovided in a protocol that is ef-
ficient and designedfor a plausible implementationby
routermanufacturers.
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