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Abstract— Packet probing is an important Inter net mea-
surementtechnique, supporting the investigation of packet
delay, path, and loss.Curr ent packet probing techniquesuse
Inter net Protocolssuchasthe Inter net Control MessagePro-
tocol (ICMP), the User Datagram Protocol (UDP), and the
TransmissionControl Protocol (TCP). Theseprotocolswere
not originally designedfor measurementpur poses.Curr ent
packet probing techniqueshave several limitations that can
be avoided. The IP Measurement Protocol (IPMP) is pre-
sentedasa protocolthat addressesereral of the limitations
discussed.

Keywords— Packet Probing Techniques, Packet Delay,
Network Path.

I. INTRODUCTION

As theInternetgrows in scaleandcompleity, the need
for measuremenncreasesTheunderlyingneedfor mea-
surementis to understandvhy the Internetbehaes the
way it doesin comple conditions. One form of mea-
surements actve measurementhis involvesintroducing
pacletsinto the network and measuringhe way the net-
work handleghosepaclets. This paperfocuseson paclet
delaymeasurements.

Measuremenpaclets can be encapsulatedn existing
protocolssuchasthe InternetControl MessageProtocol
(ICMP) [1], the User DatagramProtocol(UDP) [2], and
the TransmissionControl Protocol (TCP) [3]. Examples
of paclet probingtechniqueshatareencapsulatesh these
existing protocolsare pi ng, t racer out e, andthe IP
Performancéetrics(IPPM) groups One-way DelayPro-
tocol (OWDP)[4]. Theprotocolsusedo encapsulatthese
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measuremenpaclets were not designedwith measure-
mentasa considerationTheremaybe serioudimitations
to measurementsncapsulatedh theseprotocols.

Currentpaclet probingtechniquesrenotsuitedto mea-
suringpaclet delayattherouterlevel. This makesthetask
of identifying wheredelayoccursin thenetwork moredif-
ficult. In addition, currentapproacheso ensuringclock
synchronisatiowheredelay measurementscludetime-
stampsfrom more than a single clock have a high cost,
normally requiring a dedicatedexternaltime recever be
installedon eachhostor routerinvolvedin ameasurement.
Despitetheimplicit requirementor informationregarding
the synchronisatiorof a clock whenmultiple independent
clocksarerepresenteih a measurementhe authorsare
not aware of ary protocolthat provides a mechanisnto
retrieve this information.

ThelP Measuremen®rotocol(IPMP) [5] is introduced
asanexampleof aprotocolthataddressesomeof thelim-
itations of using existing protocolsto encapsulatgaclet
probes. IPMP considersboth the paclet delay and the
path a paclet takesin a single paclet exchangebetween
the measuremertiostandthe echohost. In the opinions
of theauthorstheprotocolis tightly constrainedefficient,
andeasyto implement. It is hopedthatthesecharacteris-
ticswill make IPMP suitablefor implementatiorby router
manugcturers.This would enablepaclet delay measure-
mentsto indicate placesof delay due to congestionbe-
tweentwo hostsasasinglepaclet passeshroughthe net-
work.

This paperis organisedas follows. In section Il, a
discussiorof the currentmeasuremertechniquess pre-
sented. Limitations of thesetechniquesare presentedn
sectionlll. SectionlV presentshelPMP protocolthatin-
troducesa new techniguethatallows pathanddelaymea-
surementdo be combinedin a single paclet exchange.
SectionV presentsomeremainingdesignissueswith the
IPMP protocolin its presenspecification.

[I. DISCUSSION OF CURRENT TECHNIQUES
A. Ping

Themostwidely usedmethodo investigatenetwork de-
lay is for ameasuremertiostto constructandtransmitan
ICMP echorequestpaclet to an echohostasoutlinedin
RFC792[1]. Roundtrip time (RTT) is calculatedasthe
differencebetweenthe time the echorequestis sentand



thetime a matchingresponsés receved by the pi ng ap-
plication.

A variation of this methodis to constructan ICMP
timestamprequestpaclet, alsooutlinedin RFC 792 [1].
This pacletcontainghreetimestamps theoriginatetime-
stamp thereceve timestampandthetransmittimestamp.
If bothhostsanvolvedin thetimestampexchangehave syn-
chronisedclocks,theforward pathdelaycanbe calculated
using the originateand receve timestamps. The reverse
pathdelaycanbe calculatedusingthetransmittimestamp
containedin the timestampresponsegaclet andthe time
theresponseaclet arrivedbackatthetransmitter

B. Tracepoute

The t racer out e techniqueallows a measurement
hostto deducethe forward pathto an echohostby sys-
tematicallysendinga sequencef IP [6] pacletswith an
increasingtime-to-live (TTL) valuethatis initially setto
one.Theforward pathis deducedy extractingthe source
IP addressrom the ICMP TTL expired messagethatare
sentassuccessie routersdiscardthe IP paclets.

A variationof t racerout e is mt race [7], for in-
vestigatingthe multicastpathfrom the transmitterto a re-
cever. mt r ace usesfeatureshatarebuilt into multicast
routers,andthus nt r ace doesnot uselCMP TTL ex-
pired messageasits methodfor tracinga path.mt r ace
measureshereversepathfrom multicasttransmitterto re-
ceiver, andrequiresonly asinglequerypacletto besentto
thetransmitterfor the traceto be conductedor the entire
reversepath. Thetraceis conductedn parallel,with each
routersendingatraceresponséo therequestn additionto
forwardingthe requesto the next multicastrouteron the
reversepathto therecever.

C. One-Vay DelayProtocol

The IP PerformanceMetrics (IPPM) group has pub-
lishedseveralRequesfor Commen{RFC)documentshat
define frameworks for measuringthe performanceof 1P
networks [8], [9]. The IPPM groupis well advancedin
the engineeringof a One-way Delay MeasuremenProto-
col (OWDP) [4] thatwill build on a framewvork designed
in RFC2679[9].

The OWDP specificationprovides a mechanismfor
measuringpaclet delaywith UDP paclet probes. In ad-
dition, the specificationdescribesa mechanismfor con-
trolling a measuremergessiorbetweentwo hostswith a
TCPconnectionfor negotiatingthe UDP portnumbersn-
volved in the delay measurementndfor encryptingthe
datacarriedin the measuremengacletsto protectagainst
manipulationby athird party

A. Sepaation of Path and Delay Measuements

LIMITATIONS OF CURRENT TECHNIQUES

Thereare often large variationsin delay betweensuc-
cessie paclets following the sameroute, particularly
whena load balancingarrangemenis in placeor whena
network is underhighload. Thepaththatsuccessie pack-
etstake to the samedestinationmay changeduring mea-
surementresultingin tools like t r acer out e possibly
reportinga paththatdoesnot exist. This makesthetaskof
correlatingat r acer out e measuremertb api ng mea-
suremendifficult. A majorproblemis thatit is moreprob-
lematicto measurea network underheavy load, precisely
whenmeasuremerns$ mostvaluable. A measuremeriech-
nique that combinespath and delay measuremenivould
allow a measuremertb ascertaimot only network delay
but wheredelayoccurs.

B. Limited Ability to Measue to a Router

Routersoften make bad measurementamets because
they are optimisedfor the relatvely simple task of for-
warding paclets. Routersmay processtasksthat are re-
sourceintensve andthereforean opportunityfor a denial
of serviceattackat low priority or not at all. This has
implicationsfor pathanddelay measurementsaken with
techniquesuchast r acer out e.

Somenetwork administratorgxpressconcerrthatif the
amountof actve measuremenéactvity on their network
increasessignificantnetwork resourcesnaybeconsumed
handlingthis activity. In mary casegshetotaltraffic added
to a network is often a very small fraction of the net-
work’s capacity It is importantthat paclet probesdisturb
the network aslittle as possible. In general,this means
addingthe minimum necessaryiumberof pacletsto the
network. Pathmeasurementsingt r acer out e requires
mary paclet probesperpath.

Somemeasurementechniquesconstructmeasurement
traffic that can be difficult to efficiently detectamongst
othernetwork traffic. Thistypeof measuremeritaffic pre-
cludesmeasuringo arouter

C. LimitedConsideation of Protocol Encapsulation

Pacletprobesncapsulatesh generapurposeprotocols
suchasICMP, TCR andUDP, may be subjectto protocol
filtering. This may resultin delaymeasurementthat not
only considemetwork delay but protocolfilters thatmay
not be appropriatefor traffic encapsulateth otherproto-
cols. Thereasorfor protocolfiltering andratelimiting is
oftento preventdenialof serviceattacks.

The ICMP protocol is filtered at mary routers, and
may be blocked entirely despiteRFC 1812[10] requiring



ICMP. Sectiord.3.2.80f RFC1812allowsfor therouterto
ratelimit ICMP repliesto avoid the consumptiorof band-
width andthe useof routerresources.The implication of
thisis thatICMP is not a reliable protocolfor conducting
delayandlossmeasurements.

The encapsulatiorof paclet probesin UDP may be
problematiadueto thegeneral-purposeatureof theproto-
col. UDP doesnot containthe well developedcongestion
managemenalgorithmsinherentin TCP andit is possi-
blethatUDP pacletswill beratelimited during periodsof
peakUDP usagein orderto reducetheirimpacton TCP
flows.

TCP haslimitations for delay and loss measurement.

EachTCP paclet thatarrivesat anechohostincursover
headin the TCP stack, matchingthat paclet with a data
structurerepresentinghat TCP connection.This process
is comparatrely CPU intensve, andthusdelay measure-
mentsencapsulateih TCP will include a componentof
delayintroducedby the TCP stackin additionto the net-
work delay

Measurementraffic is subjectto protocol-basegbrior-
ity queuingpoliciesthat may be deployedin the pathbe-
tweena pair of hosts. The choiceof a particularprotocol
type for conductingmeasurementsesultsin a measure-
mentthat not only considerghe propagatiordelayof the
paclet, but alsothe effectsof queuingpolicy. Theimpli-
cationof protocol-basedgbriority queuingis thatif a mea-
suremenshavs achangen delayfrom previousmeasure-
ments,the changein delayis not necessarilythe resultof
increasedetwork load.

D. LimitedClock Support

Paclet probing techniqueshat measuredelay to sec-
tions of a network, suchasthat with one-way delay re-
guire synchronisedtlocks. Clock behaiour is comple
andoutsidethe scopeof this paper A gooddiscussiorof
the impactof clock behaiour on delay measurements
presentedn [11]. The fundamental®f clock theoryare
that clocks are of limited precisionandthat they drift at
differing ratesover time.

Onemethodto addresghe effectsof inaccurateclocks
in one-way delay measurementss to insist on echoing
hostsusing a preciseexternal time source[9], [4], [12]
suchasthoseprovided by the Global PositioningSystem
(GPS)andthe CodeDivision Multiple Access(CDMA)
network. Thesepreciseexternaltime sourcesresultin a
clock synchronisedo real time with an offset of a few
hundrednanoseconds.Thesemethodshave limitations.
GPStime receversare expensve andtherecanbe logis-
tical difficultiesin placingantennaeCDMA networksare
notwidely availableat present.

In the caseof one-way delaymeasuremengnaccurag
limitation in the rangeof aroundtwo millisecondscanbe
acceptabldecausehis limitation represent®nly a small
proportionof delayin the actualnetwork. Existing mea-
suremenprotocolsdo notprovide amechanisnto retrieve
informationaboutclockslocatedon echosystemsgdespite
echosystemsoften knowing how far their clock is from
realtime.

IV. THE IP MEASUREMENT PROTOCOL

TheIPMP protocolis basedon anechorequestandre-
ply paclet exchangefor measuringpaclet delay and as-
sociatedpathmetrics,andis similar to the techniquethat
pi ng useswith the ICMP echocapabilities.Full detail of
the protocolcanbefoundin [5].

IPMP is carrieddirectly insideof anIP pacletin order
to make anechopaclet obviousto theroutersconnecting
the hostsinvolved in the measurement.The echoreply
paclethasbeendesignedothatanechohostcanconstruct
an echoreply paclet with very few modificationsto the
echorequestpaclet. The echoprotocol paclet formatis
presentedn Figure 1.
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Fig.1. ThelPMP EchoRequesFormat

The key fields in the echopaclet are asfollows. The
Versionfield identifiesthe versionof the IPMP protocol
being used. The QueueType field identifiesthe proto-
col thatthe paclet shouldbe queuedas(e.g., TCP). The
Type field identifiesthe IPMP paclet as one of echore-
guestor echoreply. TheReturnedl TL field identifiesthe
TTL valueof thelP paclet asit arrivesat the destination.
The ReturnTypefield becomeghetypefield for theecho
responseThesymmetricnatureof the second32-bitword
of the paclet is intendedto make creationof the echore-
ply paclet moreefficient. The Lengthfield identifiesthe
amountof datathathasbeenallocatedn the IPMP paclet
to storelPMP PathRecords.The Path Pointerfield identi-
fiesthe offsetat which the next IPMP pathrecordshould
beinsertedassuminghatthereis availablespace.



A majordifferencebetweertheechoexchangen IPMP
and otherechoprotocolsis the introductionof the IPMP
pathrecord presentedh Figure 2. Eachpathrecordstruc-
ture requirestwelve bytesof datato be allocatedin the
IPMP paclet. Thefirst four bytesof a pathrecordrepre-
sentthe IPv4 addresof the network interfacethe IPMP
paclet wasrecevedon. If a hostinsertsa pathrecordto
signify thetimethepacletleavesthekernel,it useshenet-
work interfacethatthe kernelusesto transmitthe paclet
on. The last eight bytesof a pathrecordis a fixed-point
representatiomf time following the corventionsof RFC
1305[13]. The first four bytesis the integer part of the
timestampthe secondour bytesis the fractionpart. The
timestamprepresentsecondsinceJanuaryl900.
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Fig. 2. ThelPMP PathRecordFormat

Theminimum paclet sizethatmustbe supportedoy an
IP network, 576 bytes, allows for 45 pathrecordsto be
storedin an echorequestpaclet. The size of the path
record would increaseto 24 bytesin an IPv6 erviron-

mentdueto the storagaequirement®sf a 16 byteaddress.

In anIPv6 ervironment,the Minimum TransmissiorUnit
(MTU) of 1280bytes[14] allows for 50 pathrecordsto be
insertedin anechopaclet. Researctirom CAIDA’s Skit-
terproject[15] indicateghatthe averagedistancebetween
the F root sener anda custometof thatseneris 13 hops,
while lessthan0.5%of pathsarelongerthan22 hops.For
a path connectinga pair of hoststhatis longerthan can

In additionto the echopaclet exchangethe IPMP pro-
tocol containsaninformationpaclet exchange This facil-
ity is usedto retrieve informationregardingprecisionand
accurag limitationsof aclock representeth adelaymea-
surementln addition,thedrift of theclock canbeinferred
with linearinterpolationif multiple IPMP Real Time Ref-
erencePoint (RTRP) objects,shavn in Figure 3, arein-
cludedin theresponseThe RTRPformatpresents point
that canbe usedto mapbetweena reportedtime andthe
actualrealtime of aclock.
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Fig. 3. ThelPMP RealTime Referencdoint

A discussionof howv IPMP addresseshe limitations
identifiedin Sectionlll is now presented.

A. CombinedPath and Delay Aspectof Measuement

IPMP combinegathanddelayaspect®f measurement
by providing anechopaclet with predeterminedpaceal-
locatedfor routersto insertpathrecords. This providesa
measuremertiostwith anability to identify pathsthatare
congestear have anotherwisdengthypropagatiordelay
for boththeforwardandreversepaths.Theability to mea-
sureto a routeris importantasthe reversepathfrom the
routeris often differentfrom the forward path, asis the
casewith hot-potatostylerouting policy [16].

An ISP or othernetwork that wantsto be ableto dis-
cover anddemonstratéhe degreeof delayintroducedby

be measuredvith the MTU-sized paclet, a measurement theirnetwork candeplo/ IPMP pathrecordenabledouters

hostmay restartthe measuremerfrom oneof the lastIP
addressem the pathrecordby sendinganechorequesto
anaddresghatwill answerthe reques{(if thereis suchan
address)pr by sendinga larger paclet if the underlying
network supportgheincreasedizeof the paclet.

In additionto the ability to infer end-to-enddelay by
subtractingthe time that a measuremenpaclet was sent
from the time whenthe paclet returnedthe echorequest
paclet canbe usedto deducepathlengthin hopsfor each
direction,andone-way delayif theechohostinsertsapath
recordwhenit respondsto the echorequest. Provided
thatadequatspacehasbeenallocatedn the echorequest
paclet, eachrouteror hostthat handleshe paclet is able
toinsertapathrecordinto theechopacletthatsignifiesthe
IP addressf the routerandthe time at which the paclet
wasprocessed.

at the boundariesof their network. IPMP echopaclets
would have timestampegathrecorddnsertedasthey pass
throughborderroutersin theforward andreversepath.

B. Designedor EfficientHandlingby Routes

The protocolis designedso thatit canbe manipulated
in anefficientmanner Pathrecordsareplacedin allocated
spacen the paclet. Simpleword manipulationsallow the
router to transforman echorequestpaclet into an echo
reply paclet, removing the needfor the IPMP checksum
to berecalculatedver this portionof the paclet.

This makesthe protocolmoresuitablefor a kernelim-
plementatiorwheretimestampsanberecordedhatavoid
potentialuserspaceprocessswitchingthat canresultin a
lessaccuratdimestamgd8]. Theencapsulationf a paclet
probewith a separatgrotocoltype allows for moreflex-



ible filtering and may avoid measuremerdctiities from

beingblocked due to administratie policies designedo
block otherpaclets. Administratve filters may rate limit

or block ICMP paclets,UDP paclets,andevenTCP-SYN
pacletsin orderto limit theimpactof a denialof service
attack.

The designdecisionto make IPMP easyto implement
for routermanubcturersrequiresiPMP traffic to be obvi-
oussothatroutersmay participatein measurements an
efficientmanner Thisis notto saythattherearenowaysto
engineedPMP traffic to belessobvious, andto allow the
protocolto be usedwhereadministratie blocksor filters
might otherwisepreventdoing so. Onepossiblemethodis
to encapsulatanIPMP pacletwith IPSecusingTransport
mode[17] and an Encapsulatingsecurity Payload (ESP)
header[18] to hide the IPMP protocol type. Doing so
makesit impossibleto collectpathinformationin addition
to the paclet delay measuremenand precludesa router
from beinga measurementiarget. The protocolremains
usefulfor measuremendf one-way delaybetweerntwo au-
thenticatechosts,althoughdecryptingan echopaclet in-
troducesoverheacntothe measuremeriosts.

C. Providesa Medanismfor Priority-basedQueuing

ThelPMP echoprotocolformathasaqueudypefield as
shawvn in Figure 1. Thepurposeof this field is to allow a
routerto queueaprobepacletasif it wereanotheprotocol
suchasTCPR, UDP, or ICMP. In effect, it createsa number
of performanceprofilesdependingnthe protocolin use.

In reality, someroutersmayqueuepacletsbasednfive
values: the sourceand destinationlP addressthe source
and destinationport numbers,and the protocoltype. At
presentanechopaclet containgheprotocoltypefield and
the sourceanddestinationP addressesThe echopaclet
requiresthe addition of two 16-bit words that represent
the sourceanddestinatiornportsto allow routersto queue
IPMP echopacletsbasednthefive-tuple.

In addition, consideratiormay needto be givento the
effect of the DifferentiatedServicesField in the IPv4
headerasoutlinedin RFC 2474[19]. Thisfield is a sub-
stitutefor the Typeof Service(TOS)field in thelPv4,and
thusmeasurementskenwith IPMP mayneedto consider
the effectsof thisfield in additionto thefive-tuple.

A measurementeedsto be madein the contet of a
specificprotocol,asoutlinedin RFC2330[8]. IPMP pro-
videsthepotentialto supporthisby allowing themeasure-
mentto requesthatthe measuremertraffic be treatedas
if it wereanotherprotocolfor the purposeof filtering the
paclet.

D. Provides a Mechanism for Exdcanging Information
aboutClocks

ThelPMPinformationpaclket providesamechanisnfor
ameasuremertiostto collectinformationfrom hostsand
routersthat include time information in delay measure-
ments. The information paclet can be usedto establish
theaccurag of individual clocksthatarerepresenteth an
echopaclet.

In addition,this mechanisnallows a measuremertiost
to conductmeasurementsith echohoststhatdo nothave
externalprecisiontime sourceshut do have a mechanism
to retrieve clock offset datawith known accurag limita-
tions. The separatiorof timestampgeneratiorandcorrec-
tion to realtime reduceghe effort requiredby a routerto
implementIPMP and allows more sophisticatedanalysis
by the measuremergystem.An IPMP informationpaclet
allows measuremeritoststo ascertainin asimplemanney
the stability of a clock over a periodof time andto make
efficient adjustmentso the reportedtime with a degreeof
certainty

Theneedfor aprecisepairof clocksfor conductingone-
way delay measurements the Internethasbeennoted
[8]. Indeed,somepapersstatethatthe useof NTP hasa
detrimentaleffect on one-way delay measurementglL2].
Thatsimply installingan NTP daemoron a measurement
hostwill leadto invalid one-way delay measurementis
not disputed. It is well establishedhatan NTP daemon
shouldnotsynchroniseéo hostsover network pathsthatare
a significantcomponenbf a paththatis beingmeasured
for asymmetricatielaypropertieq20].

Studiessuchas[11], [21] have presentealgorithmsfor
detectingclock adjustmentdetweerntwo hostsinvolvedin
one-vway delaymeasuremeniin experimentabpproachs
to monitorsystencallsto ntp_adjtimeby theNTP daemon
andto male this informationavailableto IPMP informa-
tion requestsThe default actionof the NTP daemoris to
amortisethe offsetfrom realtime at a constantateif it is
lessthan128msfrom whatit understandso berealtime.

The information passedo the ntp_adjtime systemcall
can give useful information regarding the clock’s offset
from realtime, andanestimationof how accuratehis off-
setis. The estimationof the accurag of the offset value
is the mostinterestingpieceof informationfor measure-
ment purposesas a measurementost may compensate
for thechangen the offsetover a periodof time with lin-
earinterpolationif the accurag limitation of the offsetis
acceptableA measuremertiostmay presenthe forward
andreversepathdelaywith anestimatedaccurag limita-
tion, balancingthe costandutility of delaymeasurements
[22].



V. REMAINING |SSUES
A. Per-Hop TTL Information

Whenan IPMP echopaclet passeshrougha routeror
host,anIPMP pathrecordmay be insertedif thereis suf-
ficient pre-allocatedspaceavailable. As shavn in Figure
2, the pathrecordcontainsan eightbyte representationf
time on that router If the secondsportion of the time-
stampwasrestrictedto be relative to midnight UTC, the
timestampwould require17 bits to representhe seconds
portion of the timestampfrom the currentallocation of
32 at present. The first 8 bits of the remaining15 bits
available could storethe TTL of the paclet asit entersa
router This informationwould allow analysisof the echo
responseaclet to considerthe placemenof a routerbe-
tweentwo pointson a network without relying on all pre-
cedingroutersinsertinga pathrecord.

B. TheRoleof RouterPolicy andIPMP

It is difficult to engineera measuremenpaclet that
routerscan understandand processalmostas efficiently
asary otherlP paclet without makingthe pacletvery ob-
vious amongstother paclets. This is animportantfacet
of the IPMP echopaclet, dueto the desirefor routersto
insertiPMP pathrecordssothatperhopdelaycanbecon-
sidered.

A seriousprospects theissueof anadministratoblock-
ing IPMP measuremerttaffic entirely renderingthe pro-
tocollessusefulfor measuringhepathbetweertwo hosts.
As discussedn 1V-B it is still possibleto considerone-
way delayby usingmechanismgrovided by IPSec.

V1. CONCLUSION

The limitations of existing paclet probing techniques
were discussed. The IPMP protocol was presentedas
a framework for discussingthe issuesof currentpaclet
probing techniques.The IPMP protocol addressesome
of thelimitations of existing protocolsby providing a pro-
tocolthatcombinegathanddelaymeasurementg,mech-
anismto profile the handlingof a particularprotocoltype,
anda mechanisnio retrieve echohostclock information.
Thesemechanismsre provided in a protocolthatis ef-
ficient and designedfor a plausibleimplementationby
routermanufcturers.
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