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Abstract—In this paper we present our immersive network
monitoring system that is used for real-time and retrospectie
analysisof network traf c. Our 3-D representationsare designed
from the perspective of monitoring traf ¢ at an administrative
boundary between the Internet and an internal network. In
our virtual environment, a physical boundary and defended
territory serve asa familiar visual metaphor for users. The user
is provided with multiple ways of exploring the environment
and interr ogating visual objects for additional information and
synchronizing the ervironment with extemal analysis tools. We
have used this systemon complete data from multiple sites for
purposesof situational awarenessand detecting and analyzing
traf ¢ patterns for anomalousbehavior.

|. INTRODUCTION

In this paperwe describean immesive network monitor
ing systemwhich provides an immersive ervironment for
situationalawarenessgxploration of large archives and large
networkswith ahigh ux of traf ¢, andtoolsfor analysissuch
as data drill-down and association.The systemcan present
traf ¢ in nearreal-timeor canmove backandforth in archived
dataat ary time scale.The useof an animatedjmmersie, 3-
dimensionalervironmentwith physicalmetaphorsallows us
to displaylarge volumesof datafrom disparatesourcesaswell
asdatawith high degreesof dimensionality

The systemprovidesvisual representationthat allow ana-
lysts,operatorsandresearcher® exploreanddiscussetwork
issuesin a rich and intuitive ervironment. We use real-
world metaphorgto lay out and encodeabstractinformation
in an attemptto more fully engagethe human perceptual
and cognitive systemsDoing so leverageghe instinctualand
learnedknowledgethatanimals,andhumansn particulay use
to functionin everydaylife.

Our ervironmentis designedprimarily for everydayuseby
network security analysts,but investigationsof other issues
in network monitoring, such as network utilization, health,
and performancecharacteristicscan also bene t from our
infrastructure visual metaphorsand experience.This system

was designedo complemeniexisting intrusiondetectionsys-
temsusedby network operators.in particular the goal is to

presenhumanoperatorswith informationthatenableghemto

performtheir own patternrecognitionand anomalydetection
of network events. The primary goal is not to obsene well-

known attacksthatcanbe detectechutomaticallybut to enable
detectionof uncharacterizedttacks. The human perceptual
and cognitive systemcomprisean incredibly e xible pattern
recognitionsystemwhich canrecognizeexisting patternsand
discover new patterns.Most successful,algorithmic pattern
matchingsystemsaregenerallylimited to recognizingpatterns
whosegeneralform hasbeenanticipatedby the developersof

the algorithms.Humans,as creaturesvho have evolved in a

highly comple« environmentunderthe strict laws of natural
selection,are speci cally good at recognizingnovel patterns
in their ervironmentwhich may either representthreatsor

opportunities.

This systemconsistsof seseral components:a real-time
data gathering module; a fast accessdatabasesystem; a
highly efcient data Itering and processingpipeline; a time
managemensystem;a systemfor mappingthe datadomain
into a metaphoricalrepresentationatlomain; a system for
interactingwith the metaphoricalworld to produce queries
into the databasesystemand trigger the generationof inter-
active web-basedreports supportingfurther drill-down; and
a physicalinterface ervironmentto provide the right level of
immersionfor thetaskincludingalarge eld of view, real-time
locomotion and animation,joystick interaction,and ambient
and spatializedaudio.

Our work hasfour signi cant contributions. First, it is the
rst casewe areawareof in which animmersie ervironment
hasbeenusedfor real-timenetwork monitoringor anomalyde-
tection. Secondwe have developedmultiple, complementary
visual representationgor addressspaceand network traf c
at an administratve boundaryin a network. Third, we have
providedusersof our ervironmentwith threedifferentwaysto



Fig. 1. Multiple ScansAffecting the DefendedTerritory

Fig. 2. A 2-D Projectionof the 3-D SpaceShield

interrogatevisual objects,including the ability to synchronize
the ernvironmentwith existing, external applications.Finally,
we sharethelessondearnedhusfar from exposingthis system
to securityanalystsin a problemsolving ernvironment.

A. Paper Organization

After explaining our motivationsfor this work in Section
II, we presentour data-reductiorstratgyy in Sectionlll. We
describethe visual metaphorof our ervironmentin Section
IV and presentthe details of its compaositionin SectionV.
In SectionVI, we discusshow we use the system.Section
VIl reviews the relatedwork, and SectionVIIl presentsour
experienceswith this systemand conclusionsfrom using it.
Futurework is describedn SectionlX.

Il. WHY 3-D VISUALIZATION?

Graphsandchartssuchaslogarithmicplots andstrip charts
of trafc statisticshave previously beenput to good usein
keepingtrack of trendsand understandinghe generalcharac-
ter of network trafc. Only limited progresshasbeenmade
in providing visual depictionsof the complex collectionsof
information issuingfrom systemsmonitoring network traf c.
Various algorithmic techniqueshave been used to reduce
the amountof informationto be reviewed. Thesetechniques
primarily fall into the categories of statisticalsamplingand

integration. A global understandingof the data is thereby
offered at the expenseof the detail.

In our own experience the analysisof network intrusions
andanomaliess dominatedby a seriesof activities that each
reveal a single additional facet of the event. We can judge
implications of an event only after a large numberof these
facetshave beenlearned.Our goal with this systemis to pre-
fetch mary of thesefacetsinto the visual ervironment. This
shouldreducethelearningcurve of informationthatananalyst
mustknow in advance aswell asreducingthe numberof steps
that mustbe taken to put an eventin context.

We have choserto usetherichestvisualizationervironment
availableto ustoday We arenot only usingthreedimensional
layouts of the data but we are embeddingthem in a fully
interactve, metaphoricaWworld which evolvesover time. The
amountof conceptualreal estateavailable for encodingthe
informationincreasesnulti-fold with the addition of the third
spatialdimensionametaphoricaéncodingandtime evolution
of the system.While there is also a risk of ambiguity in
projectingthis multi-dimensionalkernvironment,we believe the
gains exceed the risks by offering a much atter learning
curve, a more automatic,intuitive understandingand a much
more synthetic (as opposedto analytic) view of the trafc
and its interpretation.Immersve, interactve, metaphorical
ervironmentsoffer not only a greatincreasen richnessbut a
closer moreintuitive andpersonatelationshipto the data.We
are adding basic soundencodingof dataas well to broaden
and reinforcethe perceptuakxperience.

Figures1 and 2 demonstratehe differencebetween3-D
and?2-D views of the samerepresentatiorigure 2 shows the
datafrom atop-dovnview asif the connectionsvereprojected
onto a 2-D surface.In contrast,Figure 1 shavs the samedata
with 3-D perspectie. Moving throughthis 3-D spaceprovides
additional cuessuch as the ability to recover structue from
motion as a result of motion parallax[1]. Finally, the use of
animmersie ervironmentallows the userto explore different
partsof the spaceandaffect the level of detail, from different
perspecties.

I1l. DATA REDUCTION STRATEGY

To achieve our goal of presentinghe userwith a complete
pictureof whatis happeningn the network, we mustmaintain
a balancebetweenpresentingall available information and
creatingconfusingamountsof clutter Ouruseof animmersie
ervironmentallows us to presentmore information, without
overwhelmingthe user than we normally could. We usethis
capability to avoid making automated,errorprone lItering
decisionslike traditional intrusion detectionsystemsInstead
we focus on datareductionstratgies and representationthat
include every event in the information being displayedand
depencdbn theability of the humanvisualandcognitive system
do do someof the aggreation and ltering. Our goal is a
visual fusion of relatedelements.

Given raw paclets as a sourceof data, we have chosen
the following feature extraction stratey. Individual paclets
are groupedinto bidirectional network o ws analogousto



Fig. 3. Multiple RepresentationRunningin Flatland

TCP connections.For each ow, we computethe start and
end times, the endpointIP addressesthe endpoint TCP or
UDP ports, where applicable,and the total numberof bytes
and paclets in each direction. While this reduction clearly
discardslarge amountsof information, it leverageshe “hour
glass' architectureof Internetprotocolsto analyzeall trafc
without requiring extensve, application-speci clogic in the
monitoring system.

We have usedour visualizationsystemwith two different
tools for datareduction.In both casesa ow is identi ed by
a 5-tuple (srcip, dstip, srcport,dstport, protocol). We usedan
existing Los Alamos systemthat only monitors TCP traf c,
but follows TCP connectionstateand producesa o w record
assoonasthe connectionis torn down.

Our secondtool differsin thatit monitorsall forms of 1P
traf c, andalsoproduceso w recordsin nearreal time. This
tool usesthe Systemfor Modular Analysis and Continuous
Queries[2] to examinetrafc and emit ow start and end
eventsthat are bufferedand sortedby time. A o w is de ned
purely by a sequencef pacletswith the sameidentifying 5-
tuple and no gapsbetweenpaclketslongerthan sometimeout
value k. Becausehe visualizationsystemcanreaddatafrom
both systems,an analystcan switch betweenobservingthe
currentnetwork condition to reviewing archived data within
the sameervironment.

For real-timemonitoring,a relatively short(k < 5 seconds)
o w timeoutvalueis usedand the visualizationervironment
runsanequalamountof time behindthe currenttime. Consider
the caseof a ow that stops at time t,. The monitoring
systemwill time-outthe ow and issuea stop event to the
visualizationervironmentattime to+ k. By runningk seconds
behind real-time, the visualization can correctly display the
stopevent at time to. Otherwise,the durationof connections
will be arti cially lengthened.There is a tradeof between
reducinglag time and increasingthe accurag of connection
durationmeasurementddowever, we feel that a few seconds
of lag time doesnot have a signi cant impact on the ability
of a personto seeandreactto events.
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Coordinates for internal IP addressk;:k,:C:D:

RadIUS = C ( max min ):255+ min
Angle =D 360°=255
Fig. 4. Layoutof Internal AddressSpace(viewed from zenith)

Datacollectionis typically doneon a separatenachinefrom
the renderingand communicatedvia NFS to the rendering
system.For real-timedata,the visualizationsystemcontinues
to periodicallyreadfrom thedata le, evenif anend-of- le is
recevved. Thus, new datawill be foundwhenit is available.

IV. VISUAL METAPHOR

We are currently focusingon the exploration and analysis
of Internettrafc as measurecht an administratve boundary
suchas an enterprisere wall. Following the work of Lakoff
and Johnson[3] we use the systematicityof metaphorical
conceptsto motivate, inform and structurethe encodingof
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Fig. 5. Layoutof External,Untrusted,AddressSpace

Fig. 6. The Shield Representatioty Itself

our real-world but abstractdata into a metaphoricalworld.
We describethis world asa metaphorcomple, a collectionof
consistentand complementarycomponentghat eachsupport
the metaphorasa whole.

The speci ¢ metaphoricalencodingwe have developedis
rootedin the primitive conceptof self vs. other which relates
to conceptssuch as attadk and defendand a territory and
shield

Using the conceptof territory, we maptheinternaladdress
spaceof our network into a circular region. We thenmapthe
externaladdresspacethe Internetat large, into a hemispher
ical region centeredon this region and separatedy a shield
representedy a semi-transparerdomeor shieldasshowvn in
Figure 6. This shield representshe administratve boundary

rewall or DMZ of a protectednetwork.

Our rst and default layout is simply one of mappingIP
addresse$o x ed locationsin the ervironment.As shown in
Figure 4, the third and fourth octetsof our internal address
spacemap to the and of the polar (actually annular)
coordinatesystemimplicit in the circular defendederritory.
Each /24 subnetis assignedone concentric ring and the
256 sequentialindividual IP addresseon each subnetare
distributed aroundeachring.

The external addressspaceis distributed similarly into a
sphericalcoordinatesystemwith the rst threeoctetsof the
IP addressmappedto , and (in a rangebetweentwo
hemisphericakhells) as seenin Figure 5. In this layout, the
mostsigni cant octetof the IP addresgletermineghe altitude
( ) of thesourceandthe next mostsigni cant octetdetermines
the azimuth ( ). The third octet determines , the distance
of the host from the center of the hemisphere.Individual
differenceswithin a subnetarenot distinguishedn this layout.
Other more sophisticatedayoutsare plannedwhich highlight
different aspectsof the sourceaddresssuch as geopolitical
origin [4] or institutional af liation and will be discussedn
SectionlX, FutureWork, at the end of this paper

We representeachof these o ws as a ray connectingthe
originatinghostto the destinatiorhostthroughthe shield Each
ray is de ected by someangleat the shield and hasinternal
and external sgmentswith different directions. The portion
of the ray that is outsidethe shieldis always directedat the
centerof the internal territory. The portion of the ray thatis
inside the shield runs betweenthat point of intersectionwith
the shield and the location of the internal host. The result
is that multiple o ws from the sameexternal sourcesharea
commonray up to the shield, but then fan-outto individual
rays.

While network ows form the basic level of abstraction



for data provided to the system,our visual metaphorsseek
to provide additional levels of abstraction.For example,the
de ection of rays at the shield causesall of the trafc from
the sameexternal /24 network to sharea commonray up to
the shield. Thus, higherlevel events,suchas an aggreation
of distinct o ws, appearassingle visual elements.

In the following section,we describein more detail the
speci cs of the encodingshow they areconstructedandtheir
behaiors.

V. GRAPHICAL CONSTRUCTION

The systemwe have implementedis an aggrejation of
multiple technologiesThe representationshavn in this paper
areimplementedn C++ andOpenGL.Eachcomponenbf the
representatioruns as a dynamically loaded module in the
Flatland immersve visualization ervironment [5]. Flatland
providesfunctionsabstractlysimilar to a window managetin
thatit handlegplacemenbf multiple visual objectsin a virtual
spaceand mediatesuserinput to thoseobjectsand movement
aroundthe space.This sectiondescribesthe Flatland com-
ponentswe have developedto createour immersive network
monitoring ervironment.

Our visual ervironmentin Flatland consistsof a collection
of representatioapplicationspverlaidin spaceandtime. Each
of theserepresentationse ects a differentaspectof the data
that we are monitoring. Eachcomponentmay accumulatéts
own stateinformationasit processeslata.Animation of each
of the representationatlementamay re ect the transientdata
aswell asderivedinformationfrom the accumulatediataand
correlationshetweendifferentsourcesWe can combinethese
componentepresentations arbitrarycombinationshasedon
which aspectsof the dataare currently being examined.

We developeda data o w mappingand time management
systemto abstractthe problemsof e xibly and dynamically
managingmary synchronizeddata sourcesand representa-
tions. Data sourcescan be mappedto multiple representa-
tional parametersintermediateprocessingmodulescan also
beaddedo thedata o w. A centralcontrollermodulemanages
this data ow and dynamically changesthe data ow as
required.

We usethe metaphoiof a heads-uglisplayto allow usersto
interactwith the controller and other representatiomodules.
Figure 7 shows the heads-updisplay interfacing with the
controllermodule.In this example,the display shovs both the
currentstatusand recentchangedo the global time system.
The heads-updisplayis also usedto displaytextual informa-
tion for selectedvisual elementsThis particularinteractionis
describedurtherin SectionVI.

Our current visual metaphoris a shield surroundinga
defendedterritory. The territory is a central, planar area
surroundedby a semi-transparenthemisphericalshield and
two larger, concentricdomesdemarcatingthe boundariesof
the externalhostspace Figure6 shows only the representation
moduleresponsibldor displayingthis structure.

A secondrepresentatiomodulebuilds a dynamictopology
on top of theinternalplane.This coloredtopology depictsthe

activity of the internalhosts.The currentcolor and height of
a particularpoint within the eld is a decayingcountof the
numberof sessionghat have recentlyinvolved that host. The
decayfunction smoothlyraisesand lowers the height.

A third representatiodrans animatedgcoloredraysfor each
ow. The color of eachray indicateswhat port numberthe
originating hostis usingfor this o w. The animationinvolves
theray rst extrudingandthentraveling from originatinghost
to destinationhost. The animationof the extrusion of the ray
providesa secondaryencodingof the durationanddirectionof
the o w betweenthe two hosts.In addition, extremely short-
duration o ws, exacerbatedy acceleratedime-scalesyould
often too brief to be visible. However, the animationhas a
minimum duration that allows these o ws to be seen.The
animation of theserays helpsto reinforce an overall sense
of the texture and intensity of the current trafc. Without
animation,the only indicator of the busynessof the network
is somethingmorelike a ick errate.

Rays,in practice,areconeswhosetip pointsin thedirection
of the ow. While a given network ow exists, rays will
extrudefrom the originatinghost.Oncethe o w ends,the ray
is completedandappeardo travel towardthe destinatiorhost.
For ows whosedurationis long enough,the tip of the ray
reacheghe destinationbeforethe o w endsanda continuous
ray is establisheetweenorigin and destinationhost.

Raysareassigneatolorsbasecdn theport usedon the origi-
natinghost,andrangesf port numbersThe color encodingof
port rangesis chosenprimarily to distinguishmajor common
servicesby port grouping.A much more careful encodingis
plannedwhich shouldhelp in detailedanalysis.

A fourth representatiomodule providesa referenceskele-
tonwhenthe dynamic,animatedaysaretoo comple or short-
lived to easily maintainthe relation betweenthe origin and
destinationhosts. This skeletonis built from simple white
cylinders whose diameteris smaller than the rays. Thus, as
rays are animated,they obscureportions of the underlying
skeleton.However, the skeletonis createdimmediatelywhen
a ow beagins. Thus,it identi es the destinatiorbeforethe ray
animationcan reachit. Becausethe lifetimes of the skeleton
cylinders are independentf the correspondingay lifetimes,
the skeletoncan be usedto provide persistencehat visually
connectsback-to-back o ws involving the samehosts.

The skeleton representatioralso placesglyphs (currently
simple sphereshat the origin and destinationhostsand at the
point where the ray will de ect through the shield. These
glyphs are currently markers of the location but will be used
to encodeother propertiesof a given connectionand the
accumulatedand statistical propertiesof individual hosts or
host pairs. Theseglyphs also provide a tamget to selectfor
drill-down into the databasesonnectedo the system.Drill-
down is discussedurtherin SectionVI.

Togethey thesefour representatioimodulescombinewith
data input modules, userinterface modules, and a central
controllermoduleto implementa rich graphicalenvironment
in which graphicalfeaturescan be individually con gured or
disabledon the y . In addition, this structureenablesus to



Fig. 7. FlatlandWith a Heads-upDisplay

easilyandincrementallydevelop new graphicalelementsand
experimentwith them.

VI. USER ENVIRONMENT

In the Intrusion DetectionLab at Los Alamos, we have a
large, cylindrical quartersectionof screendisplayinga fully
interactve, semi-immersie, animatedmageof a threedimen-
sionalmetaphoricaérvironment.We run Flatland on atypical
Linux workstationwith a dual-headedNvidia video card with
video outputprovidedby two low-costDLP projectorsaligned
for a panoramicprojection.

The analystssit at a workstationtable with their own at-
panel monitors and the view on the screenin front of them
feels like a window into the world in which they monitor,
navigate,andinteractwith the metaphoricakrvironment.The
analystscan y aroundin the world asif in a vesselof their
own andinteractwith the world with avirtual beamingdevice.
As they examine the ervironment, usersselect objects and
instigatedatabasdéookupsand queries.The analystscanalso
move forward and backward in time and can affect the rate

of time at which they areviewing archived data.For example,
time compression®f up to 60:1 have beenusedeffectively
with full datasets,allowing for review of 24 hoursof traf c
in lessthan half an hour.

Visual representationfacilitate pattern recognition and
trend analysis,but inevitably lead to speci ¢ questionsabout
the detailsof an event or object. Within the ervironment,we
use three techniquesto provide this information: proximity-
basedlevel of detail exposure,a virtual heads-updisplay
and triggersto external applications.First, ying in closeto
an object causesa proximity-basedincreasein the level of
detail. At presentthis resultsin the IP addressand port of an
endpointbecomingvisible. This text is two dimensionaland
automaticallyrotatesto face the position of the userin the
virtual ervironment.

Second,an on-screerdisplay representinga virtual heads-
up display presentsadditionalinformationsuchasthe current
time in the ervironment, the number of active events, etc.
When an object in the ernvironmentis selectedor beamed



supportinginformation is displayedon the heads-updisplay

Figure 8 shawvs the selection of an external host that is

scanningthe internal addressspace Within the perimeter all

connectiondelongingto theselectedhostareshovn in greent

The connectionfrom the perimeterto the external host is

gray. The heads-updisplay lists the total number of actve
sessionshatareselectedandadditionaldatafor somesample
connections.

A. External Triggers

Our third method of interrogationis basedon triggering
external applications.While the immersive ervironment is
well suitedto presentingrich data sets, it is is still useful
to appealo otherexisting textual and 2-D tools outsideof the
ervironment. In order to couple the immersive ervironment
with othertools, we have extendedthe beamingcapability so
that selectingan object can causean event external to the
system.

Screenreal-estateon the primary display is a precious
resource.In addition, the primary display is designedto be
projectedandhave novel input devices.In contrastmostother
tools are tuned for use at a typical user workstation with
normalinput devicesanddisplays.As aresult,we have chosen
to use a secondsuch workstationfor the resultsof external
triggers.

Becausamostof our othertools areweb-basedr have web
interfaces,we focusedon the ability to trigger the display of
a URL on the secondworkstation. The URL is built from
the selectedbject’s attributes. The referencedveb sener can
then producearbitrary web pagesthat integrate existing web-
baseddatabasesandtools. Figure 9 shovs an exampleof the
web interfacewe useto presentrelatedinformation aboutan
externalhost.

This triggering is done through the Mozilla remote con-
trol facility [6]. Netscapeand Mozilla browsersregister Xt
callbackswith the X-Windows sener. Any other authorized
client of this X sener cancall certainbrowserfunctions.We
usethis capability to have the visualizationapplicationopen
a connectionto the workstations X sener andtell a browser
on that X sener to load a new URL. Becausehe browseris
alreadyrunning, the lateng of this RPCis minimal.

VIl. RELATED WORK

Our work complementsprevious visualizationwork done
using a variety of techniquesincluding active measurement,
2-D graphlayout, 3-D information visualization,geographic
layout, and glyph-basedepresentations.

An introductionto 3-D informationvisualizationis provided
in [7]. We have usedthe Flatlandinfrastructurepreviously to
visualize simulationsof the Quadricsfat-treeinterconnectof
large clusters[8].

Cichlid [9] is a client/serer tool in which a sener produces
data-pointsand a client provides a 3-D ervironment for

1A color versionof this paperis available at
http://public.lanl.ge/m sk/papes/pam03.pdf

Fig. 10. Landscapdnsidethe DefendedTerritory

viewing bar charts and graph topologies. The system can
operateon real-timedataand can animategraphsover time.

SeeNet[10] and SeeNet3D[11] were usedto study 2-D
and 3-D representationbasedtechniquessuchas geographic
representationsind helix-basedgraph layout. Userscan in-
teractwith the representationsising techniquesdescribedin
[12]. Thesetools have beenusedto visually detectfraud in
the telephonenetwork [13].

Erbachembuilt a visual systemfor representingystemaudit
log dataas2-D graphswith a suite of glyphsrepresentinghe
behaior of edgesandvertices[14]. Additional work wasdone
to build a representationvhen fusing the logs from multiple
systemsn onerepresentatiofil5].

Nam[16] animategaclet-level eventsfrom a precomputed
trace le. Thesetrace les can be generatedby the ns2
simulator or passie monitoring tools. The trace le also
speci esthe graphconnectvity of the network topology Nam
usestraditional 2-D graph layout algorithmsto render this
topologyon a plane.

Active measuremerhiasbeenusedto build visual mapsof
thelInternet[17], [18]. CAIDA hasdevelopedsereraltools for
visualizing large-scalegraphs. The Otter tool [19] provided
2-D views while the Walrus tool provides 3-D views with
nonlinearmagni cation [18].

VIIlI. EXPERIENCES AND CONCLUSIONS

To date,the systemhasbeenusedprimarily by researchers
and developersto explore archived datasetsas well asreal
time dataandhasbeeneffective in discoveringinterestingand
usefulfeaturedn thetrafc. It hasbeenusedin-houseandlive
on the oor atthe IEEE SC 2002 conferenceto monitor the
normal and experimentalnetwork trafc.

The use of familiar visual metaphorsto representtrafc
has madeit possiblefor casualobserersto seeeventsthat
only skilled analystswere aware of before.This attens the
learning-cune experiencedby new analystsandincreaseshe
numberof peopleto can make meaningfulobsenations.The
metaphoricalervironmentalso provides a commonreference
abstractiorfor peopleof differentlevels of understandingind
with differentterminologyto corversemeaningfullyaboutdata
and events.

Even for people already familiar with the datasets,the
animationover time hasexposednew informationthatwasnot



Fig. 8. Heads-upDisplay of a SelectedAttacker

obsened before.Staticgraphsandtablesmake it challenging
to characterizdurstybehaior thatcanoccuron very disparate
time scalesIn contrastanimationover time makesit trivial to
identify burstsover a wide rangeof times.We nd oursehes
frequently replaying the samedata at very different speeds
(60:1 speedupfor example)in order to obsere timing at
scalesbeyond our real-time cognition. The utility of such
high-speedrepresentationsllow usersto surwy daysworth
of traf ¢ in minutes.The analysts valuabletime canbe spent
focusingon the interestingperiodswithin the survey period.

Earlier testswith real use of the systemdemonstratedhe
absolutenecessityof drill-down capabilities Withoutthem,the
systemmerely teaseghe userwith interestingeventswithout
providing a way for the userto understandthe nature and
rami cations of thoseevents.In addition, drill-down cannot
be limited to a single setof information. Differentusersand
eventscan causeusersto want a wide variety of information
from statisticsthataremoreaggregatedthanthe selectedevent
(such as previous traf ¢ from the selectedhost) to detailed

informationaboutthe connectionor the pacletsthat make up
a connectionThus,the utility of the systemis limited not just
by the visuals,but also by the back-enddatastorageandthe
ability to queryit in differentways.

The " ashy' nature of a 3-D environment is a mixed
blessing.It dravs peopleinto the problemdomainand data,
but can also evoke negative feelings.Perhapsdueto the fact
that most people are exposedto this type of visualization
only at the movies or in video games peoplefrequentlyhave
an initial reactionthat the representationgre more amusing
thanexplanatory However, our experienceis that this opinion
changesonce the personstarts seriously analyzingthe data
being presented.

The literature regarding graphical systemssuch as ours
is dominatedby casestudiesof systemsas a whole rather
than fundamentalexperimentsthat establishstrongbasesfor
constructingnew systems.While this paper has the same
de ciency, we have attemptedto explain the hypotheseghat
motivateour approachaswell asour basisfor presentinghese



Fig. 9. Web-basedrill-down of an ExternalHost

hypotheses.

More time with the systemrunningin a productionenviron-
mentwill provide uswith additionalexperienceln particular
we are eagerto explore the egonomicsand human-computer
interface of a semi-immersie ervironmentwith group prob-
lem solving and interaction.

IX. FUTURE WORK

This project is just the beginning of what we hope will
prove to be the initial seedof a much more ambitious set
of goals. Our plans include increasingthe variety of data
sourcesfusedinto this metaphoricalervironment,improving
the userinterfaceto enhancemmersion,improving usability
and attening thelearningcurve, addingmoreperceptuatues
such as spatializedaudio and ambient sound, enriching the

representatiorto encodemore aspectsof the data already
availableandto meme it with otherdatasourcesandimple-
mentingcollaboratve featuresfrom the Flatland ernvironment
to supportdistributed analysisbetweenthe IDS lab, analysts
in their of ces, and perhapsother sites.

We hopethata single,integratedmetaphoricakrnvironment
suchas this can be usedto fuse disparatedata sourcesinto
a single, easyto use, intuitive, commonview for analysts,
network managersand policy makersto sharein their daily
work and decisionmaking.

Currently we are only displaying ow or sessiondata
in its rawest form. but we intend to integrate other data
sourcegrom vulnerability scansof our networks, SnortAlerts,
statisticalpropertieof thenetwork traf c, anomalieandother
featureof traf c derivedalgorithmically andnormallyunused



portionsof addressspace.

We hope that this type of systemwill signicantly aid
in supportingcollaboration,allowing not only the fusion of
multiple typesof databut alsothe parallaxof looking attrafc
on differentnetworks or evensitesat the sametime. Currently
communicatiorandcollaborationbetweerindividual analysts,
analystsand network managersanalystsat differentsitesand
policy makers at all levels is dif cult. Eachgroup hastheir
own view of the network, or their pieceof the network, their
own terminology and to some extent different agendasWe
hopethatthis type of systemwill helpto atleastmake explicit
thesedifferencedf not help to alleviate someof them.

The intrusion and anomalydetectionprocessoften begins
with the review of log les andstatisticalsummariesf those
logs. Due to the diversity of innocuousbehaior, and the
resultinghigh false-positre ratesin automatedystemsagood
dealof this work is like looking for a needlein a haystackoy
discardingthe hay onehandfulat atime. We currentlyprovide
a muchmore ef cient andintuitive mechanisnfor reviewing
logs, but alsohopeto acceleratehis processy providing good
mechanism$or ltering outknown patternsaandartifactsin the
dataaswell asnew patternsasthey arerecognizedSimilarly,
we hope to provide mechanismgfor capturingand playing
back only the salientdatain ary given intrusion attemptso
thatit canbe usedto explain, communicateand train others
in recognizingtheseparticulartypesof attacksor exploits.
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