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Abstract— In this paper we present our immersive network
monitoring system that is used for real-time and retrospective
analysisof network traf�c. Our 3-D representationsare designed
fr om the perspective of monitoring traf�c at an administrati ve
boundary between the Inter net and an internal network. In
our virtual envir onment, a physical boundary and defended
territory serve as a familiar visual metaphor for users.The user
is provided with multiple ways of exploring the envir onment
and interr ogating visual objects for additional information and
synchronizing the envir onment with external analysis tools. We
have used this systemon complete data fr om multiple sites for
purposesof situational awarenessand detecting and analyzing
traf�c patterns for anomalousbehavior.

I . INTRODUCTION

In this paperwe describean immersive network monitor-
ing system which provides an immersive environment for
situationalawareness,exploration of large archivesand large
networkswith a high �ux of traf�c, andtoolsfor analysissuch
as data drill-down and association.The systemcan present
traf�c in nearreal-timeor canmovebackandforth in archived
dataat any time scale.The useof an animated,immersive, 3-
dimensionalenvironmentwith physicalmetaphorsallows us
to displaylargevolumesof datafrom disparatesourcesaswell
asdatawith high degreesof dimensionality.

The systemprovidesvisual representationsthat allow ana-
lysts,operators,andresearchersto exploreanddiscussnetwork
issues in a rich and intuitive environment. We use real-
world metaphorsto lay out and encodeabstractinformation
in an attempt to more fully engagethe human perceptual
andcognitive systems.Doing so leveragesthe instinctualand
learnedknowledgethatanimals,andhumansin particular, use
to function in everydaylife.

Our environmentis designedprimarily for everydayuseby
network security analysts,but investigationsof other issues
in network monitoring, such as network utilization, health,
and performancecharacteristics,can also bene�t from our
infrastructure,visual metaphors,andexperience.This system

wasdesignedto complementexisting intrusiondetectionsys-
temsusedby network operators.In particular, the goal is to
presenthumanoperatorswith informationthatenablesthemto
perform their own patternrecognitionandanomalydetection
of network events.The primary goal is not to observe well-
known attacksthatcanbedetectedautomatically, but to enable
detectionof uncharacterizedattacks.The human perceptual
and cognitive systemcomprisean incredibly �e xible pattern
recognitionsystemwhich canrecognizeexisting patternsand
discover new patterns.Most successful,algorithmic pattern
matchingsystemsaregenerallylimited to recognizingpatterns
whosegeneralform hasbeenanticipatedby the developersof
the algorithms.Humans,as creatureswho have evolved in a
highly complex environmentunder the strict laws of natural
selection,are speci�cally good at recognizingnovel patterns
in their environment which may either representthreatsor
opportunities.

This system consistsof several components:a real-time
data gathering module; a fast accessdatabasesystem; a
highly ef�cient data�ltering and processingpipeline; a time
managementsystem;a systemfor mappingthe datadomain
into a metaphoricalrepresentationaldomain; a system for
interacting with the metaphoricalworld to producequeries
into the databasesystemand trigger the generationof inter-
active web-basedreports supportingfurther drill-down; and
a physicalinterfaceenvironmentto provide the right level of
immersionfor thetaskincludinga large�eld of view, real-time
locomotion and animation,joystick interaction,and ambient
andspatializedaudio.

Our work hasfour signi�cant contributions.First, it is the
�rst casewe areawareof in which an immersive environment
hasbeenusedfor real-timenetwork monitoringor anomalyde-
tection.Second,we have developedmultiple, complementary
visual representationsfor addressspaceand network traf�c
at an administrative boundaryin a network. Third, we have
providedusersof our environmentwith threedifferentwaysto



Fig. 1. Multiple ScansAffecting the DefendedTerritory

Fig. 2. A 2-D Projectionof the 3-D SpaceShield

interrogatevisual objects,including the ability to synchronize
the environmentwith existing, external applications.Finally,
wesharethelessonslearnedthusfar from exposingthissystem
to securityanalystsin a problemsolving environment.

A. Paper Organization

After explaining our motivations for this work in Section
II, we presentour data-reductionstrategy in SectionIII. We
describethe visual metaphorof our environment in Section
IV and presentthe details of its compositionin SectionV.
In SectionVI, we discusshow we use the system.Section
VII reviews the relatedwork, and SectionVIII presentsour
experienceswith this systemand conclusionsfrom using it.
Futurework is describedin SectionIX.

I I . WHY 3-D V ISUALIZATION?

Graphsandchartssuchaslogarithmicplotsandstrip charts
of traf�c statisticshave previously beenput to good use in
keepingtrack of trendsandunderstandingthe generalcharac-
ter of network traf�c. Only limited progresshas beenmade
in providing visual depictionsof the complex collectionsof
information issuingfrom systemsmonitoringnetwork traf�c.
Various algorithmic techniqueshave been used to reduce
the amountof information to be reviewed. Thesetechniques
primarily fall into the categories of statisticalsamplingand

integration. A global understandingof the data is thereby
offeredat the expenseof the detail.

In our own experience,the analysisof network intrusions
andanomaliesis dominatedby a seriesof activities that each
reveal a single additional facet of the event. We can judge
implications of an event only after a large numberof these
facetshave beenlearned.Our goal with this systemis to pre-
fetch many of thesefacetsinto the visual environment.This
shouldreducethelearningcurveof informationthatananalyst
mustknow in advance,aswell asreducingthenumberof steps
that mustbe taken to put an event in context.

We have chosento usetherichestvisualizationenvironment
availableto us today. We arenot only usingthreedimensional
layouts of the data but we are embeddingthem in a fully
interactive, metaphoricalworld which evolvesover time. The
amountof conceptualreal estateavailable for encodingthe
informationincreasesmulti-fold with theadditionof the third
spatialdimension,ametaphoricalencoding,andtimeevolution
of the system.While there is also a risk of ambiguity in
projectingthis multi-dimensionalenvironment,we believe the
gains exceed the risks by offering a much �atter learning
curve, a moreautomatic,intuitive understanding,anda much
more synthetic (as opposedto analytic) view of the traf�c
and its interpretation. Immersive, interactive, metaphorical
environmentsoffer not only a greatincreasein richnessbut a
closer, moreintuitive andpersonalrelationshipto thedata.We
are addingbasicsoundencodingof dataas well to broaden
andreinforcethe perceptualexperience.

Figures1 and 2 demonstratethe differencebetween3-D
and2-D views of thesamerepresentation.Figure2 shows the
datafrom atop-down view asif theconnectionswereprojected
onto a 2-D surface.In contrast,Figure1 shows the samedata
with 3-D perspective.Moving throughthis 3-D spaceprovides
additional cuessuchas the ability to recover structure from
motion as a result of motion parallax[1]. Finally, the useof
an immersive environmentallows theuserto exploredifferent
partsof the spaceandaffect the level of detail, from different
perspectives.

I I I . DATA REDUCTION STRATEGY

To achieve our goal of presentingthe userwith a complete
pictureof whatis happeningon thenetwork, wemustmaintain
a balancebetweenpresentingall available information and
creatingconfusingamountsof clutter. Ouruseof animmersive
environmentallows us to presentmore information, without
overwhelmingthe user, than we normally could. We usethis
capability to avoid making automated,error-prone �ltering
decisionslike traditional intrusion detectionsystems.Instead
we focuson datareductionstrategiesandrepresentationsthat
include every event in the information being displayedand
dependon theability of thehumanvisualandcognitivesystem
do do someof the aggregation and �ltering. Our goal is a
visual fusion of relatedelements.

Given raw packets as a sourceof data, we have chosen
the following feature extraction strategy. Individual packets
are grouped into bidirectional network �o ws analogousto



Fig. 3. Multiple RepresentationsRunningin Flatland

TCP connections.For each �o w, we computethe start and
end times, the endpoint IP addresses,the endpointTCP or
UDP ports, whereapplicable,and the total numberof bytes
and packets in each direction. While this reduction clearly
discardslarge amountsof information, it leveragesthe `hour-
glass' architectureof Internetprotocolsto analyzeall traf�c
without requiring extensive, application-speci�clogic in the
monitoringsystem.

We have usedour visualizationsystemwith two different
tools for datareduction.In both casesa �o w is identi�ed by
a 5-tuple (srcip, dstip, srcport,dstport,protocol).We usedan
existing Los Alamos systemthat only monitorsTCP traf�c,
but follows TCP connectionstateandproducesa �o w record
assoonas the connectionis torn down.

Our secondtool differs in that it monitorsall forms of IP
traf�c, andalsoproduces�o w recordsin nearreal time. This
tool usesthe Systemfor Modular Analysis and Continuous
Queries[2] to examine traf�c and emit �o w start and end
eventsthat arebufferedandsortedby time. A �o w is de�ned
purely by a sequenceof packetswith the sameidentifying 5-
tuple andno gapsbetweenpackets longer thansometimeout
valuek. Becausethe visualizationsystemcanreaddatafrom
both systems,an analystcan switch betweenobservingthe
currentnetwork condition to reviewing archived data within
the sameenvironment.

For real-timemonitoring,a relatively short(k < 5 seconds)
�o w timeout value is usedand the visualizationenvironment
runsanequalamountof timebehindthecurrenttime.Consider
the case of a �o w that stops at time t0. The monitoring
systemwill time-out the �o w and issuea stop event to the
visualizationenvironmentat time t0+ k. By runningk seconds
behind real-time, the visualizationcan correctly display the
stop event at time t0. Otherwise,the durationof connections
will be arti�cially lengthened.There is a tradeoff between
reducinglag time and increasingthe accuracy of connection
durationmeasurements.However, we feel that a few seconds
of lag time doesnot have a signi�cant impact on the ability
of a personto seeandreactto events.
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Datacollectionis typically doneona separatemachinefrom
the renderingand communicatedvia NFS to the rendering
system.For real-timedata,the visualizationsystemcontinues
to periodicallyreadfrom thedata�le, even if anend-of-�le is
received.Thus,new datawill be found when it is available.

IV. V ISUAL METAPHOR

We are currently focusingon the exploration and analysis
of Internettraf�c as measuredat an administrative boundary,
suchas an enterprise�re wall. Following the work of Lakoff
and Johnson[3] we use the systematicityof metaphorical
conceptsto motivate, inform and structurethe encodingof
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Fig. 6. The ShieldRepresentationby Itself

our real-world but abstractdata into a metaphoricalworld.
We describethis world asa metaphorcomplex, a collectionof
consistentand complementarycomponentsthat eachsupport
the metaphorasa whole.

The speci�c metaphoricalencodingwe have developedis
rootedin the primitive conceptof self vs. other which relates
to conceptssuch as attack and defendand a territory and
shield.

Using theconceptof territory, we mapthe internaladdress
spaceof our network into a circular region. We thenmapthe
externaladdressspace,the Internetat large,into a hemispher-
ical region centeredon this region and separatedby a shield
representedby a semi-transparentdomeor shieldasshown in
Figure 6. This shield representsthe administrative boundary,

�re wall or DMZ of a protectednetwork.
Our �rst and default layout is simply one of mappingIP

addressesto �x ed locationsin the environment.As shown in
Figure 4, the third and fourth octetsof our internal address
spacemap to the � and � of the polar (actually annular)
coordinatesystemimplicit in the circular defendedterritory.
Each /24 subnet is assignedone concentric ring and the
256 sequentialindividual IP addresseson each subnetare
distributedaroundeachring.

The external addressspaceis distributed similarly into a
sphericalcoordinatesystemwith the �rst threeoctetsof the
IP addressmappedto � , � and � (in a rangebetweentwo
hemisphericalshells)as seenin Figure 5. In this layout, the
mostsigni�cant octetof the IP addressdeterminesthealtitude
(� ) of thesourceandthenext mostsigni�cant octetdetermines
the azimuth (� ). The third octet determines� , the distance
of the host from the center of the hemisphere.Individual
differenceswithin a subnetarenot distinguishedin this layout.
Other, moresophisticatedlayoutsareplannedwhich highlight
different aspectsof the sourceaddresssuch as geopolitical
origin [4] or institutional af�liation and will be discussedin
SectionIX, FutureWork, at the endof this paper.

We representeachof these�o ws as a ray connectingthe
originatinghostto thedestinationhostthroughtheshield. Each
ray is de�ected by someangleat the shield and hasinternal
and external segmentswith different directions.The portion
of the ray that is outsidethe shield is always directedat the
centerof the internal territory. The portion of the ray that is
inside the shield runsbetweenthat point of intersectionwith
the shield and the location of the internal host. The result
is that multiple �o ws from the sameexternal sourcesharea
commonray up to the shield, but then fan-out to individual
rays.

While network �o ws form the basic level of abstraction



for data provided to the system,our visual metaphorsseek
to provide additional levels of abstraction.For example, the
de�ection of rays at the shield causesall of the traf�c from
the sameexternal /24 network to sharea commonray up to
the shield. Thus, higher-level events,suchas an aggregation
of distinct �o ws, appearassinglevisual elements.

In the following section,we describein more detail the
speci�cs of theencodings,how they areconstructed,andtheir
behaviors.

V. GRAPHICAL CONSTRUCTION

The system we have implementedis an aggregation of
multiple technologies.Therepresentationsshown in this paper
areimplementedin C++ andOpenGL.Eachcomponentof the
representationruns as a dynamically loaded module in the
Flatland immersive visualization environment [5]. Flatland
providesfunctionsabstractlysimilar to a window managerin
that it handlesplacementof multiple visualobjectsin a virtual
spaceandmediatesuserinput to thoseobjectsandmovement
aroundthe space.This sectiondescribesthe Flatland com-
ponentswe have developedto createour immersive network
monitoringenvironment.

Our visual environmentin Flatland consistsof a collection
of representationapplications,overlaidin spaceandtime.Each
of theserepresentationsre�ects a differentaspectof the data
that we are monitoring.Eachcomponentmay accumulateits
own stateinformationasit processesdata.Animationof each
of the representationalelementsmay re�ect the transientdata
aswell asderived informationfrom the accumulateddataand
correlationsbetweendifferentsources.We cancombinethese
componentrepresentationsin arbitrarycombinationsbasedon
which aspectsof the dataarecurrentlybeingexamined.

We developeda data�o w mappingand time management
systemto abstractthe problemsof �e xibly and dynamically
managingmany synchronizeddata sourcesand representa-
tions. Data sourcescan be mappedto multiple representa-
tional parameters.Intermediateprocessingmodulescan also
beaddedto thedata�o w. A centralcontrollermodulemanages
this data �o w and dynamically changesthe data �o w as
required.

We usethemetaphorof a heads-updisplayto allow usersto
interactwith the controllerandother representationmodules.
Figure 7 shows the heads-updisplay interfacing with the
controllermodule.In this example,thedisplayshows both the
currentstatusand recentchangesto the global time system.
The heads-updisplay is alsousedto display textual informa-
tion for selectedvisual elements.This particularinteractionis
describedfurther in SectionVI.

Our current visual metaphor is a shield surrounding a
defendedterritory. The territory is a central, planar area
surroundedby a semi-transparent,hemisphericalshield and
two larger, concentricdomesdemarcatingthe boundariesof
theexternalhostspace.Figure6 shows only therepresentation
moduleresponsiblefor displayingthis structure.

A secondrepresentationmodulebuilds a dynamictopology
on top of the internalplane.This coloredtopologydepictsthe

activity of the internalhosts.The currentcolor andheight of
a particularpoint within the �eld is a decayingcount of the
numberof sessionsthat have recentlyinvolved that host.The
decayfunction smoothlyraisesand lowers the height.

A third representationdrawsanimated,coloredraysfor each
�o w. The color of eachray indicateswhat port numberthe
originatinghost is usingfor this �o w. The animationinvolves
theray �rst extrudingandthentraveling from originatinghost
to destinationhost.The animationof the extrusionof the ray
providesa secondaryencodingof thedurationanddirectionof
the �o w betweenthe two hosts.In addition,extremelyshort-
duration�o ws, exacerbatedby acceleratedtime-scales,would
often too brief to be visible. However, the animationhas a
minimum duration that allows these�o ws to be seen.The
animationof theserays helps to reinforce an overall sense
of the texture and intensity of the current traf�c. Without
animation,the only indicator of the busynessof the network
is somethingmore like a �ick er-rate.

Rays,in practice,areconeswhosetip pointsin thedirection
of the �o w. While a given network �o w exists, rays will
extrudefrom theoriginatinghost.Oncethe �o w ends,the ray
is completedandappearsto travel towardthedestinationhost.
For �o ws whoseduration is long enough,the tip of the ray
reachesthe destinationbeforethe �o w endsanda continuous
ray is establishedbetweenorigin anddestinationhost.

Raysareassignedcolorsbasedon theport usedon theorigi-
natinghost,andrangesof port numbers.Thecolorencodingof
port rangesis chosenprimarily to distinguishmajor common
servicesby port grouping.A much more careful encodingis
plannedwhich shouldhelp in detailedanalysis.

A fourth representationmoduleprovidesa referenceskele-
tonwhenthedynamic,animatedraysaretoocomplex or short-
lived to easily maintain the relation betweenthe origin and
destinationhosts.This skeleton is built from simple white
cylinders whosediameteris smaller than the rays. Thus, as
rays are animated,they obscureportions of the underlying
skeleton.However, the skeletonis createdimmediatelywhen
a �o w begins.Thus,it identi�es thedestinationbeforethe ray
animationcan reachit. Becausethe lifetimes of the skeleton
cylinders are independentof the correspondingray lifetimes,
the skeletoncan be usedto provide persistencethat visually
connectsback-to-back�o ws involving the samehosts.

The skeleton representationalso placesglyphs (currently
simplespheres)at the origin anddestinationhostsandat the
point where the ray will de�ect through the shield. These
glyphsare currentlymarkersof the location but will be used
to encodeother propertiesof a given connectionand the
accumulatedand statisticalpropertiesof individual hostsor
host pairs. Theseglyphs also provide a target to select for
drill-down into the databasesconnectedto the system.Drill-
down is discussedfurther in SectionVI.

Together, thesefour representationmodulescombinewith
data input modules, user-interface modules, and a central
controllermoduleto implementa rich graphicalenvironment
in which graphicalfeaturescanbe individually con�gured or
disabledon the �y . In addition, this structureenablesus to



Fig. 7. FlatlandWith a Heads-upDisplay

easilyandincrementallydevelop new graphicalelementsand
experimentwith them.

VI . USER ENVIRONMENT

In the Intrusion DetectionLab at Los Alamos, we have a
large, cylindrical quarter-sectionof screendisplayinga fully
interactive,semi-immersive,animatedimageof a threedimen-
sionalmetaphoricalenvironment.We run Flatland ona typical
Linux workstationwith a dual-headedNvidia video cardwith
videooutputprovidedby two low-costDLP projectorsaligned
for a panoramicprojection.

The analystssit at a workstationtable with their own �at-
panelmonitorsand the view on the screenin front of them
feels like a window into the world in which they monitor,
navigate,andinteractwith themetaphoricalenvironment.The
analystscan �y aroundin the world as if in a vesselof their
own andinteractwith theworld with a virtual beamingdevice.
As they examine the environment, usersselect objects and
instigatedatabaselookupsandqueries.The analystscanalso
move forward and backward in time and can affect the rate

of time at which they areviewing archiveddata.For example,
time compressionsof up to 60:1 have beenusedeffectively
with full datasets,allowing for review of 24 hoursof traf�c
in lessthanhalf an hour.

Visual representationsfacilitate pattern recognition and
trend analysis,but inevitably lead to speci�c questionsabout
the detailsof an event or object.Within the environment,we
use three techniquesto provide this information: proximity-
basedlevel of detail exposure,a virtual heads-updisplay,
and triggers to external applications.First, �ying in close to
an object causesa proximity-basedincreasein the level of
detail.At present,this resultsin the IP addressandport of an
endpointbecomingvisible. This text is two dimensionaland
automaticallyrotatesto face the position of the user in the
virtual environment.

Second,an on-screendisplay representinga virtual heads-
up displaypresentsadditionalinformationsuchasthe current
time in the environment, the number of active events, etc.
When an object in the environment is selectedor beamed,



supportinginformation is displayedon the heads-updisplay.
Figure 8 shows the selection of an external host that is
scanningthe internaladdressspace.Within the perimeter, all
connectionsbelongingto theselectedhostareshown in green.1

The connectionfrom the perimeter to the external host is
gray. The heads-updisplay lists the total number of active
sessionsthatareselected,andadditionaldatafor somesample
connections.

A. ExternalTriggers

Our third method of interrogationis basedon triggering
external applications.While the immersive environment is
well suited to presentingrich data sets, it is is still useful
to appealto otherexisting textual and2-D toolsoutsideof the
environment. In order to couple the immersive environment
with other tools,we have extendedthe beamingcapabilityso
that selectingan object can causean event external to the
system.

Screenreal-estateon the primary display is a precious
resource.In addition, the primary display is designedto be
projectedandhave novel input devices.In contrast,mostother
tools are tuned for use at a typical user workstation with
normalinput devicesanddisplays.As a result,we havechosen
to use a secondsuch workstationfor the resultsof external
triggers.

Becausemostof our othertoolsareweb-basedor have web
interfaces,we focusedon the ability to trigger the displayof
a URL on the secondworkstation.The URL is built from
theselectedobject's attributes.The referencedweb server can
thenproducearbitraryweb pagesthat integrateexisting web-
baseddatabasesandtools. Figure9 shows an exampleof the
web interfacewe useto presentrelatedinformationaboutan
externalhost.

This triggering is done through the Mozilla remote con-
trol facility [6]. Netscapeand Mozilla browsers register Xt
callbackswith the X-Windows server. Any other authorized
client of this X server cancall certainbrowser functions.We
usethis capability to have the visualizationapplicationopen
a connectionto the workstation's X server and tell a browser
on that X server to load a new URL. Becausethe browser is
alreadyrunning,the latency of this RPCis minimal.

VI I . RELATED WORK

Our work complementsprevious visualizationwork done
using a variety of techniquesincluding active measurement,
2-D graph layout, 3-D information visualization,geographic
layout, andglyph-basedrepresentations.

An introductionto 3-D informationvisualizationis provided
in [7]. We have usedthe Flatlandinfrastructurepreviously to
visualizesimulationsof the Quadricsfat-treeinterconnectof
large clusters[8].

Cichlid [9] is a client/server tool in which a server produces
data-pointsand a client provides a 3-D environment for

1A color versionof this paperis availableat
http://public.lanl.gov/m�sk/papers/pam03.pdf

Fig. 10. LandscapeInsidethe DefendedTerritory

viewing bar charts and graph topologies.The system can
operateon real-timedataandcananimategraphsover time.

SeeNet[10] and SeeNet3D[11] were used to study 2-D
and3-D representationsbasedtechniquessuchasgeographic
representationsand helix-basedgraph layout. Userscan in-
teractwith the representationsusing techniquesdescribedin
[12]. Thesetools have beenusedto visually detectfraud in
the telephonenetwork [13].

Erbacherbuilt a visualsystemfor representingsystemaudit
log dataas2-D graphswith a suiteof glyphsrepresentingthe
behavior of edgesandvertices[14]. Additional work wasdone
to build a representationwhen fusing the logs from multiple
systemsin onerepresentation[15].

Nam[16] animatespacket-level eventsfrom a precomputed
trace �le. These trace �les can be generatedby the ns2
simulator or passive monitoring tools. The trace �le also
speci�esthegraphconnectivity of thenetwork topology. Nam
usestraditional 2-D graph layout algorithms to render this
topologyon a plane.

Active measurementhasbeenusedto build visual mapsof
theInternet[17], [18]. CAIDA hasdevelopedseveral tools for
visualizing large-scalegraphs.The Otter tool [19] provided
2-D views while the Walrus tool provides 3-D views with
nonlinearmagni�cation [18].

VI I I . EXPERIENCES AND CONCLUSIONS

To date,the systemhasbeenusedprimarily by researchers
and developersto explore archived data setsas well as real
time dataandhasbeeneffective in discoveringinterestingand
usefulfeaturesin thetraf�c. It hasbeenusedin-houseandlive
on the �oor at the IEEE SC 2002 conferenceto monitor the
normalandexperimentalnetwork traf�c.

The use of familiar visual metaphorsto representtraf�c
has madeit possiblefor casualobservers to seeevents that
only skilled analystswere aware of before.This �attens the
learning-curve experiencedby new analystsandincreasesthe
numberof peopleto can make meaningfulobservations.The
metaphoricalenvironmentalso providesa commonreference
abstractionfor peopleof differentlevelsof understandingand
with differentterminologyto conversemeaningfullyaboutdata
andevents.

Even for people already familiar with the datasets,the
animationover time hasexposednew informationthatwasnot



Fig. 8. Heads-upDisplay of a SelectedAttacker

observed before.Staticgraphsandtablesmake it challenging
to characterizeburstybehavior thatcanoccuronverydisparate
time scales.In contrast,animationover time makesit trivial to
identify burstsover a wide rangeof times.We �nd ourselves
frequently replaying the samedata at very different speeds
(60:1 speedup,for example) in order to observe timing at
scalesbeyond our real-time cognition. The utility of such
high-speedrepresentationsallow usersto survey daysworth
of traf�c in minutes.The analyst's valuabletime canbe spent
focusingon the interestingperiodswithin the survey period.

Earlier testswith real useof the systemdemonstratedthe
absolutenecessityof drill-down capabilities.Without them,the
systemmerely teasesthe userwith interestingeventswithout
providing a way for the user to understandthe natureand
rami�cations of thoseevents. In addition, drill-down cannot
be limited to a single set of information.Differentusersand
eventscancauseusersto want a wide variety of information
from statisticsthataremoreaggregatedthantheselectedevent
(such as previous traf�c from the selectedhost) to detailed

informationaboutthe connectionor the packetsthat make up
a connection.Thus,theutility of thesystemis limited not just
by the visuals,but also by the back-enddatastorageandthe
ability to query it in differentways.

The `�ashy' nature of a 3-D environment is a mixed
blessing.It draws peopleinto the problemdomainand data,
but can also evoke negative feelings.Perhapsdue to the fact
that most people are exposedto this type of visualization
only at the movies or in video games,peoplefrequentlyhave
an initial reactionthat the representationsare more amusing
thanexplanatory. However, our experienceis that this opinion
changesonce the personstartsseriouslyanalyzing the data
beingpresented.

The literature regarding graphical systemssuch as ours
is dominatedby casestudiesof systemsas a whole rather
than fundamentalexperimentsthat establishstrongbasesfor
constructingnew systems.While this paper has the same
de�ciency, we have attemptedto explain the hypothesesthat
motivateourapproach,aswell asourbasisfor presentingthese



Fig. 9. Web-basedDrill-down of an ExternalHost

hypotheses.
More time with thesystemrunningin a productionenviron-

mentwill provide us with additionalexperience.In particular,
we areeagerto explore the ergonomicsandhuman-computer
interfaceof a semi-immersive environmentwith group prob-
lem solving and interaction.

IX. FUTURE WORK

This project is just the beginning of what we hope will
prove to be the initial seedof a much more ambitious set
of goals. Our plans include increasingthe variety of data
sourcesfused into this metaphoricalenvironment,improving
the user interfaceto enhanceimmersion,improving usability
and�attening the learningcurve,addingmoreperceptualcues
such as spatializedaudio and ambient sound,enriching the

representationto encodemore aspectsof the data already
availableand to merge it with otherdatasources,and imple-
mentingcollaborative featuresfrom the Flatland environment
to supportdistributed analysisbetweenthe IDS lab, analysts
in their of�ces, andperhapsothersites.

We hopethata single,integratedmetaphoricalenvironment
suchas this can be usedto fuse disparatedata sourcesinto
a single, easy to use, intuitive, common view for analysts,
network managersand policy makers to sharein their daily
work anddecisionmaking.

Currently, we are only displaying �o w or sessiondata
in its rawest form. but we intend to integrate other data
sourcesfrom vulnerabilityscansof our networks,SnortAlerts,
statisticalpropertiesof thenetwork traf�c, anomaliesandother
featuresof traf�c derivedalgorithmically, andnormallyunused



portionsof addressspace.
We hope that this type of system will signi�cantly aid

in supportingcollaboration,allowing not only the fusion of
multiple typesof databut alsotheparallaxof looking at traf�c
on differentnetworksor evensitesat thesametime. Currently
communicationandcollaborationbetweenindividual analysts,
analystsandnetwork managers,analystsat differentsitesand
policy makers at all levels is dif�cult. Each group has their
own view of the network, or their pieceof the network, their
own terminology and to someextent different agendas.We
hopethatthis typeof systemwill helpto at leastmake explicit
thesedifferencesif not help to alleviate someof them.

The intrusion and anomalydetectionprocessoften begins
with the review of log �les andstatisticalsummariesof those
logs. Due to the diversity of innocuousbehavior, and the
resultinghigh false-positiveratesin automatedsystems,agood
dealof this work is like looking for a needlein a haystackby
discardingthehayonehandfulat a time.We currentlyprovide
a muchmoreef�cient and intuitive mechanismfor reviewing
logs,but alsohopeto acceleratethisprocessby providing good
mechanismsfor �ltering outknown patternsandartifactsin the
dataaswell asnew patternsasthey arerecognized.Similarly,
we hope to provide mechanismsfor capturing and playing
back only the salient data in any given intrusion attemptso
that it can be usedto explain, communicateand train others
in recognizingtheseparticulartypesof attacksor exploits.
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